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6B 63568 llo® WOTEN

HEDOMEE sd®mso® (Network Essentials)

BHEDOSNG HEDNE® (Introduction to Networking)
695w @5S Dedeed e e 8sNc

BB S0 (5w 8m) Fiber Optic
eNEDONB NDDEO 6MHTH BORD 68X
sd®E $HRGOLME (Computer Networking)
S$HeoeD caldmo® (Networking Hardware)

e epomed (Data Security)

Encrypt 9®c b cao gdee) HOO

&)@ 50@m (Network Topologies)

&HE dBB®OSG (Types of Network)

eHR ®D Pco® - 6B®EHHEB 5ENS

5@ebaegn @ERD (Transmission Direction)

OSI| 8becm mwade (Reference) Mode
eNEDOMBEE DD O BBHHBE OV®

Dotted Decimal es0®simdgncs (Notation)
e5HRMONEE IODMDO ®X @R® Network DOS Commands

11
12
17
25
27
31
33
37
39
42
48
53
60



et (hacker) oy @®xje 9

30 wrbDOE we @@ (Main Types of Hacker)
s Ob® (Types of Hacking)

Hacker Hierarchy (Qmd@ws5)

D BOO NGOV 59 O FEIOJG

e HOe® Old Fashioned Low - Tech p®edec

woe DHe® High - Tech p®edec

Denial-of-service Attack

Brute-force Attack

SQL Injection Attack

c®® B58e® sde® (Penetration Testing)

Penetration &8x)@68 p®edecs
w®c 6® Metasploit Framework ¢
Vulnerabilities ®t» e @S
Exploitation §y @6 erde
Penetration Testing Tools ®¢x) &S @

Virtual Machine 8 ¢ @83 Install Backtrack R3

Backtrack 5 R3 @0 IP address Configure m6@

75
77
80
81
84
85
86
88
89

92
94
96
97
99

101
114



Microsoft Windows Attacks &¢s)n 5@

Metasploit Framework Console Commands (8&)®@es)
Meterpreter Commands (8&h)
Microsoft e®@e®@E® £ &g Build No
Windows e®@e®® B0 &g O Attacks
1. Exploiting Windows Vista Ultimate (Attack)
2. Exploiting Windows 7 Ultimate (1t Attack)
3. Exploiting Windows 7 Ultimate (2" Attack)
4. Exploiting Windows Server 2008 SP2 (Attack)

Linux Exploitation s &S

Linux e®e®@® escd&ed Exploitation &5 w@®
Nmap 8has 986 enec ardt

Exploiting the Vulnerability in Linux

117
118
120
126
126
129
132
134

136
137

139



Wireless Hacking ®z8x8®

Aircrack-ng 8t 818 O 142
Configuring Wireless Access Points 144
Aircrack tool en®mensd WAP &0 Attack mo@) 145
WEP &) 68 eH@e Backtrack @&s) Crack 8%® 148
B8O DE OB Alees) OB epdEI 8 151

BE@s oese@ MO (E-mail) Hacking

E-mail 84q®» hacked 8@ 8¢ 8 o egdeSd 153
D@ ooest@ 6o (Hacking) 8gde 8205 155
E-Mail epthdensd Ransomware esd®gnmad g 8@ 158
D@ >ese@ MY Hacker Bgn®O wcdd@ 162

Facebook ®zd 65 8 dte?

808 ® Facebook #n8mc 171
Facebook m@® s0H8» Bew8m § Hidnasm coom® 172



& @omd &g O Cyber crimes

& o @ hacker gwmd BRD EBE) 6OR) &)d
3B Y DD 3cH) & Qo) DE Bed» BE O
& Eod mE Facebook &35 &8ede» Cybercrimes

6@® &gt 8¢ O 3BV g3®Nd
(Global Cyber-attacks)

38Y 50 BRS o) B® e Be R @ Ot
e@d 8¢ 8§ cleénm® BB &®NdG
®e, Ransomware g500

6@® M &Be O BB 5®d Online A

179
182
184

191
194
196

199



%5z HB® HENOHE €369 6MORNOT DIWBLND BNDED OSSO

EHEDOSNGE FDBOGEBIO®
(Network Essentials)

eHEDOMEB ®HEH) &® (Introduction to Networking)

eNRMOING (3%), DO DBEHH SO®END 6L 68 SO Of) ®ENMDD,
693 GO YEEWGIBD Ce5mOIMGD DBERWO HBRS R DOH® A& S
& DB emm ®O®) XD KOBNGT DO ®THAE.

COBOMBE 6@ OD®ID 6cwmn g0 &is BBema Share O
@B OO eHEDOFG OB Be e el o (share files), & @GS
g0 s3e8e) (users to message each other) ®®@) 6z WO ® ®TBE.
DO, HRMOINEG Bed BeR® B3eC®mn DE HBEBHBR O 5O @
65 share 6 ®» ®&c (share a single printer).

eNEDOMEE sOH®MD o ©d®RRDNDG  (Network connection)
DD BB t3eH) 5D 508 Hr@rxmed cables (OxY) eH8mc0
@XM DYD 600 eHE gD ORI &8 O @EBO0 6BEGE)
eso@e) radio signals (wireless / wi-fi), gdmd®» @t® telephone lines
6% 9 B OB ® satellite eHE ¢ 6B 3w BDHEO ®X) @RE.

Network Cabl
o .f____f_ - Computer 2

-

.'ll.

.

— ¥

r,
A
&
&

Computer 1 Copy of

file.docx

file.docx

50®END 6D GO BBemHNDD eHEDOSEE Bedn adesdd
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698 @R5H Bedet] e 5863 BLEG

6983 @5 D36t e D 5863 368 &6 30 6T BBR
&l (Coaxial Cable) #n8m@d ®SFen @ &0 MHDBENEE
BREDs R® e 6ERIMBE 3% & QoD DE RHEDO® D) OB
6P DV®EE B o Ol (Twisted Pair Wire) &b®acE. s®oHs
388 E®E s SB@ENn & BeRN6E B RS HDOLNG §)
£505NEW DD 2 D DB DBEOS DD (OR DR DBeSH
DD OO 625668 DD SONGD 6D HDOHEG Se®.




5w HO® HENOOHE €569 6MOROT DIIWBLNEB NDDED IO SID 09

c®0 QT DV® xnd Data Speed gmcs 6dneS Ox .

6WRQ DO® 68® DB IO

Catergory 1 1Mbps Voice Only

Catergory 3 10Mbps 10BaseT Ethernet

Catergory 5 100Mbps [100BaseT Ethernet

Catergory 5E [ 100Mbps | Gigabit Ethernet
(2 pair)
Catergory 6 1000Mbps | Gigabit Ethernet

OBRY P30 (s xm) Fiber Optic

6®® Olwrd @) 83&8S OB B3DOGES OB DO C
(silicon) 8gdr 38w OB PXTD 68. ®OS WOBES &S
BRI NNOE. RABE eNeRIWB 9 X OO, BB eD®
6BS 9 9HRQ D BNEGHE 9 E® OO 3863 BENG
HOHBO ®eBmd s808. Ex o Cabling esc®n 6@e)®eSd@0 czend
6RIDBE &t 6ME® Ol VBB 6®GH. 6®® cad0D DD
BE@D Bmm BHOH 0K Dwan 680 608 &t Dews
QW BENBE. 6586 8% 6O®mK DBe3OKO B JRBB®HBO DE) 9BHE
EFBOBED ®X Q.

Optical Fiber | Copper

o &5@8nc 40Km 100m

b0 axnd ed®cs | 10,000 Mbps | 1000 Mbps

cesd® wepess | 69Tbps 10Gbps
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eHEDOSNG gesd &old gdemscs (Why Use Networks?)

s0®#D D) DOBS HEWOFNEE 66:ERD @EEE BFX.
393608 cm 6 BBemy (files and data) share @6
@O HED.

0 w8 ed 8 NBmc (share resources) e@es.
R DVENEB €59 BELM 65y O BOHe® ®e& D).

m 6D HEGA D@ 30» 50E mKS BO® 35BS HE
Bewe wrDde (B6d8Q, wedm 60 Frdx® instant
messaging, 8e3a3®as enwded (video conferencing).

m File server 8o OGBS 566360 i GRED O
@B O 329 T 393605 access O Wi .
m eHRG pRDIBLEG &) NEMEG BO® (Traffic monitoring and

control) % DERIDOSN 638D e5EMm).

6®® HEDOMEB DO® EC BO®ED &8 FRIVLNEBO BBRRR)
DEEHND g0 59D BoE® ORe0HS HE®D OGN DBS
5680®mEB BB ®TSEG.

n B-080e350 s s beNE@ 6e3D1D%) N O Do
OED Bee o8 50.

m esbeesn BEem) D@ 5MEED 6OROT 60D BBB®O
0D 0.
Demicye’ene, §jth OB 6:E®0 ®wr&S®.
£58285 eH@) 6OR id eme3R)x), LinkdIn, Twitter &8
RN A O RACIORH NN NI CIORIEMIC]
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eHNEDOSB NDDHEO 6T EBO®O 685D

eHEGDO HBRSR § HO®HmHEE DD 6O BO®D RRLH®
%) DESHE 5D BBE 6e558)) Bk Wr6Ed.

m 3D®EWDE DD 5OEO 6mIEds ®.

m &HERG e, B HNeHT), 6RIGHS IVBGS Bemd ®E® 9m)
eg836e B®.

m DR 3D®EDHO 59608 66DGEEHD 50 8 ®d 8.

Dem®ens®, &8 aDDHRBO BERRND SOHEINDEE DM
DO DB 59 wOtE) BERCD FONHMHEES BB ®.

m 6B BE®MB 6MORNGT 68 BO® BB DEHBE &es 56065658
BB @Eo.

m Malware ®acmio® o®ry BB ol 5o 685D 6O &dd
NDDBHES DG BTD®.

B FRIVNEG De36eS 6eEI®D 6MORNGT 2@ BO® HBOE 65
D383 60D RO ges e BT M.

eHROLGB He3) 650 QIR GE3ENDX),

eHEDOMEG  Intranet e’ Internet ee3H®n 6@ SOBEDEBSO
560®i B0 gf) 3@ . eHEWOBN GE3DICIHBIES DE3S) €385
63NN BBBHBD 59D ) B6R.

BB emn) HO®OT Bde® 6t3dcn (File Transfer)
World Wide Web e3dc (WWW)
DE@s oesz@ 630 (E-mail)
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sd®#ND eHEGOsEG (Computer Networking)

abeD HSHRGEDONE

Computer Network
Architecture Types Topologies
Peer to Peer LAN (Local Area Network) BUS
Client /Server WAN (Wide Area Network) Ring

MAN (Metropolitan Area Network) Star

WLAN (Wireless Local Area Network) Mesh
SAN (Storage Area Network) Tree
CAN (Campus Area Network)

PAN (Personal Area Network)

DAN (Desk Area Network)

9™ 3D®HND S3O®ED HRBOLVEO gxd eHE eHwad (Network Arch-
itechtures) &B® e 3PRDD 68. DB 59D Frds ARO e5tteRD
0 Bk 5tH6D.

1. Peer to Peer epma&ic (Workgroup)

6®BE  SDOIMDED 6D
ENE®D WO erdc Ozes
308 6388 € .

crossover patch cable
NDDEO BB SODDINDCEBED
e &ned network adapt-
ers ecwm Ccrossover OB®ed
ARG OB® DD
ENROD DE BTD6S.




2 BDE® DOAHE 59 BIMORNOT MW BLIE NHDNGS OO 13

SH®IMDED BCMD 61 SO O H@HENGED HE®DOLN e O
@R oc a8 et e Y.

e®®%& network hub e®3
switch #08®»00 ®&%8x
sO®ED 6D 65 8O
Ot H®EEE eHEGO
BN DBBO® BewE
DT .

2. Client/ Server epwa&c (Domain)

eHEGE O OO em sd®smme Client (workstation) e
Server 6@t OV® DR F ) OH @RDB.

Client stmemsd workstations esd®m#ns D8eme) &eser) IDEBBS)
9f) BO® em OGO ®X) ER® NEMBE SO®EIWHEE T,
Server cx &HEed Client sd®mgnm eH) “6e38)” ee3k® de®ed
REdD sD®IND 68D.

2560 63D BB® H&E3escns,

m Bs®D NG BO 6058 BBemHR ®REN OO,

m Bcén 63y & catho® Share 6 ©e&®.

m 2HRGO BB 6] BB 6oMHTS HOO ®d 6EES DB eNEMDGB
B50O.

B FRIDNE HBBRSDMOG Share BOO.
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Client/ Server epmaSc B88Re 59 0ze5e30%s HO®) OO0
G DEE).

Request
m | —
ClientA | =
E-, Processed
=] Information
.
Request
Client B !, . o - Server
E‘- Processed Pt
—J1 Information SRR -
I- Request
_—
Client —
tent C @ Processed
=, | Information
e e ——
Server A Server B

Print -

L _
P Request TR

Y

Data Storage

m
\@/IF. Data Storage i

Printer

Client

= L

Client

Client/ Server eH@®0 &ge)@ 6®® OzesesD®s e R@e® & Client A,
B 3¢9 C 5 esd®#nm Server @® @556 D® erde e Server A
&30 B 3 sd®gnm Client A, B 63@®%) @80 GG 650®ma) 6580560

O® i @D 65N & BeR.
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Az ® (Wired) eHE o860 &t )3

N8B BB s Vied®8 Ethernet em@des, hubs e& switch-
es B8 @800 ARV DeIE BHcOD 6B Bl OB 6WRAD HE
® BOOE B ¢l QeEm Dk OO BeDN &rD.

TR DD N BLNEG B ®EBS Bwenese)d O amd Ethernet 63
) hubs 88 ceno®m €35® BO® B8 E@dn & 6dDEeeenNEO

e5c86H® FDHO LHRG DE 6RNGH] OO 63T BB 5BRSDDCEE)
8056 B O loose cable e®3 improper connection ®» &B£dHx
&,

BB DG g5 RO DEND 6DmOE BBemNH BO@IOTD €3
gDedd agxiobeNe gedmwn (internet broadband) esemy Slevcsi®D
DIDBEG C36EIE O ®E) QIeR. 600 GlHrE eHER LHTE OBD
eHRGBIBO 30630 38BDEHB GBS BODBDE.

OB (wireless) eHE D6 ats e

6®® HE MHODEE & RO 6® 3w Fgd®mBG DS sd®Em Wire-
less Adapter ces0® 8. &iwes OB eHEE DO BHBE DR
Q@360 V@B B9z® 3NMHHmO Sle®m® ) 8 b DB
OE) eMNE, 30DRHEB 59y WOB. &l O router e Br af)d®
e Aeoes) OB eHEro O DO® SNt oD OHDHENHEE
D8BTS B6R.

Wired Wireless
eSesencs (Installation) ®BHESO 59y O® ®HED B O®
epeseE] DB g0 8¢ 68
858z (Cost) G AROG) 8 &30 O®ms 68
xS ndcn (Reliability) | elwmc e300 @WE FHGEE

V6 en®e (Perfomance) | 6216508 eneld | e5t080 E®meisS

oD (Securtiy) £3NOBN F®HEE | e32NOLN SF®EE

BSo®@®z0® (Mobility) B 8o 59
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802.11 &Gz O8> mmDsgmed 88 s (Wireless standards)

o8 i)

IEEE 802.11 i3y 900 MHz &3 2, 4, 3, 6, 5, & 60 GHz 505 @ies
O O8®» oo 08 (WLAN) 56206 eHRn®d ®eRd) 6ex @D
B8P G. 608 8 sDmEND BRBedecHB BSMesHmes HO® e media
access control (MAC) &® 6998m 3006 (PHY) 8o esdyn @R8. D@
BBEENG DIVEEG Be BOO BERD ) 96RMG1DIBD 9ot IS
(IEEE) e LAN/ MAN &80 2808 (IEEE 802) 8% s8058) em®
BH) @eR. Det3® owm B8 802.11 &lwes) 08D wagnedc (wireless
technology) § @6 8 6@es Oe) B3OSR 6E 5D®EME %) acCess
point e®3 wireless router g0 g0 &3®1806 BDG.

IEEE Obse | sodmme | £esB® ®ae3d DGO
elolol) ed® 25578563 e
802.11a 1999 5 GHz 54 Mbps 30m 120 m
802.11b 1999 2.4 GHz 11 Mbps 30m 135 m
802.11g 2003 2.4 GHz 54 Mbps |40 m 135 m
802.11n 2009 2.4/5 GHz | 600 Mbps | 70 m 250 m
802.11ac | 2014 5 GHz 1 Gbps 30m 300 m

PO END DEID®D @WOB® Glenrs OB €500 NDEE BB DO® a0
Wired Equivalent Privacy (WEP) £)8m) 082 e @& &) 65062510 @
epIOBHS EDVD (3tDe®S 60D Wt OBS OO WG HTDED.

PO D 3EH) HE FDIDGBE B6HIE) DG DD Glewrs) OBD LHRGBA
6RNG®] HedES 5t VIR DD ®rEEeD 53R eHE HOGE.
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Firewall

Firewall 65 9e@ediB® £e50068E. O OR6E &SO®SWDE 8
6563 2HRGB DO BRBEDE®EE PO BIMODOG 3D 6 (OO

DD OB BAcTMoBEBEE).

®Re® LAN &HEo hacker 85068 6®m8) epdme) D0 G0 R
@8 98, LAN 529 epsionpbhed@ 5880 d o0 Firewall ¢esro®me
DR B8] SMesme BB Bemwe ed.

/ Client

@ Hub or Switch

[

Firewall

Server

A

i

(I

drnn
L

]
rnn
ARERHii {1

Hin
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Firewall @) ®e® s0®#nmen 695 LAN 603 5t8H®0 606 cd®
00 BRSOV DB G @d® (blocks unauthorised connection)
g0 IOIDBEB ED CEHOLM 6@ B-600 6] 6OR 89 arRd
B0 s 508 98) @RD 6ER) QTGR.

Good

Firewall

LAN
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8N @G eHEREGE EEHHE)
(Setting Up a Small Network)

OO BN 6EE HEGE IE) BB gd®BK H® O Bewd GBOD 59D
Eat)o® IO WE GES.

m DO 6 8O B8 switches 6®3 hubs 0 &@Rx0) SO@.
m SWitches 6 ¢e50®m6 6BRSE OO e eHE 6.
m GORO Glers O&> BByd®, (wireless access point) wireless
Ee0® BRSE) BOBO. (£ @e3ed3 6m] SEMHD &o®m® £0mAD)
m router ¢enomem LAN 80O Internet (WAN) 850 S0@.
m Ded HEG ®rd B0 pdis BOD® e firewall cesnomem’
m Bridge 006 800 008 ® eHR0 60D 6580 S0 gd®BE
8.
m Server e 6% B3t eHE 6mH GRE) BHAO.
m Bcon 655y B8 shared resource 88 eHE §wrmOmd® 6BRSEH BHO.

ISP Modem

Hf

& A Web Server

le

;/w I Wire

A

Printer
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e eponed (Data Security)

el sD®INWE, HERED BB mE dD® DVe® BBemH €3
eMORNOT 8 CHDBERGE GODBNOE ®TD BDBD S08 ®D
QRE.

HEGE OBS E®EGWO AR6E sd®EmcO physicaly geds @0
9 BE5%) QR Bt (DS DR 9Bder® mMEBD) PRGBS D®
B3E®RE O ARV6® 5D®EINDEE iR e3DHHDRDO &368®m B W E.
O®END BEABGDO GDE060S G5eDHmE @RI ®XDA) L3E®RGN
ee®) B0 hacker et ®tEx6d.
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guded gedmn digrd® (Preventing Unauthorised Access)

ORer BBH®EINDEGB Wb 60D 56dK B DrCrDdO® EH) BB WD
OB O @O o8 DO 9% B35 5D SR & .

698 O

5E8 Ot 6@ BT O GTHO0 FOGBG DREE DRV6E HEREES
g sD®HND REO gDDB0 HEGRABBO armdd®0 (physically ac-
Cess) @8 @R 6MEGB AWGB. DeBserR® DB 98dent B &n
5008 OO 98) 6MEXB [R®B. CEIDOLMEBE BB, VMR DR
Server room 9@ 62003 R ciB®ed®s =sbH&Em »M® (Username)
e300 eNE dese (Password) 668® &8¢ @ .

ORer sO®EWEE D o) BOO 3EH) DENS 6e5¢E HOGD DN
6l =& BB 3w Bdese D) BOBG. 6OKE VB MBGBH)
DD FerEE) 65 HOTOE BOEB 6MMED A ern0 eHERK DEO &56dD®
50 58 Oy &ro.

600 00D 8O e B3®eeds guess @O HERG RO 58 B0
@CNE) @A) BOBEHE 6MMIB @WE. BOBEB GHE 6@ 6N ®X)
@@= lowercase letters, uppercase letters and numbers @& @5
B e8d. 306 (Symbols) 6mie) @D ®d B ORe® DO {desen
OB GRHOD Oy &ry.

ebde ®dese - password, 123456, david, 27dec2002
DO Godese - s63gRdd1, G66ewsdQ, gdr298783X

85000 DG BEE BOBS OEHED MO 5w dsen 6RO
D66 wiexBesm scanne HB®, FrBB Y] SHAWES @)
@S ®, voice e®3 print recognition g€ egec® DO ®FH @RE.
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Encrypt @®cs &0 e epdne) OO

g0 e@e®) D0 HEHRD™ 6] O®B®mD 6MONOT He. axdesd
BCe®ERBS B8 600 i VReOS Mo DO ®D GME.
B DVENRG De& 6258, eNHEGBE BOM®) EDD BrdB (D HO 6P e
De®x86kS eHOD@IMBD (DB (REdD.

6® e 6MNE® PNODBD OB DO T QBDHEWDNG NS HO
encrypt 85@8. coio smemomc (Data Encryption) &g o®
0t 39 38 3 REE).

KRSoemm»® Key, £8mdtds 630 g8 H8B6dDmd O 65mMDD
ePIOBE BMORNGOT B3DDVD®DB HOHE® & HOBGE.

Bepgon 6@, BEMBO 6508 DD
Oe®B 388 (3cHR0 FOBBE HG,
D5 5D BEHS BHEDOGS FXOONG
e (6.

s BOBO Gmwed o (key)
SsH®G BHOO gO®SG 68. DB RO
£)@IDBEEES @ x random §
OGS .

BOR BBS 60B REOE BOHDE 65O%) 60D @RI 86 (WEG. Det3®
BB 60 BEOWO 3RO @R 6MEED VDO D® D@ ®D (NES.
(8 e @000 BENE 0% 600 emes USB Flash &5 586w
D® 0 @R ey ) Crd BORO BRED B0smm (copy of this
key) @)@ @) & 6®%5 565 0 e @D 3EVE G (3e8G BT -
0. DB errd Bewe encryption software & secret o 8H8m)
@O MG encrypting o &gy 6308 60D (rdn ®red.
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random letters &® numbers @5 encrypted €88 (message)
65050 68. g@Xesty B B8 encrypted &S (message)
5308 60D B3HD S8 BOH QIER.

To Saman
This is secret
message

FOnLTE KJVRrctvybtiré
Encryption _> rvec6TY8FGhk

Software i78rvSFtVdwer

tuFdtv67GHtyw

6®® MG 650X 6D GrdRO GBBNEEB B8 eeng (public)
eHRGE MDD OH @IRDE DB M) Hacker @& 6e5)0m®
wee J8) 306w (encrypted) es&ddces Ruds DEO #e)E
key e®@c5d Bn8® 683 630t® @S0 6Htd VD @&
RlICIEIGIGE

KJvRrctvybtiré

rvec6TY8FGhk
t78rvSFtVdwer
tuFdtv67GHtyw

5050 3HMOVG @IRL DO D OB BHO®O e 6@ (en-
crypt) 8800 Sewe Ouel e Bacmo®mces (Special decryption
software) & o®e3 mds (secret key) N8 @O ERE.
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OSI model ege)@ o 665580 & erd B8 D% 6REh ®»m BERCD
a8 O 008 FBEDE DOE).

Application (Data) - To allow access to network
Host b it (Data) — Responsible for encoding & decoding, compression
EESER A & decompression, encryption & Decryption
Layers/ ——
Software Session (Data) — Create Session, Maintain Session, Terminate Session
(Segmt — port no) — Deliver of a message from one process to
T
Fanspart another
Netaiark (Frame — MAC Address) — Moving frames from one device to
Media other device
Layers/ | Data Link (Packet - IP address) — Deleivery of individual packets from
Hardware one device to another device
(Bits 0,1) — Movement of individual bits from one node to
) the next.

e Segments, Packets, Frames e® Bits eandmpds OSI Layers
O 508® grdt 5w OEese30HBS 63D RB OE.

Host A Host B
7 Application 7 >| Application
6 Presentation 7 > | Presentation
5 Session 7 > | Session
4 Transport Segments | Transport
3 Network 7 Packets & Network
2 Data Link 7: Frames " Data Lk
1 Physical 7 Bits .. Physical
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OS| model dox ®s 80 data packet domw 6@ ®006® &S
layer dmm 80 s dn ®@d8 oS O &8 stages dOG.
adenoec® physical layer & ®dw) communication media &m0
DO D 6N B M5O @®) 607K ERE. 6®etS Communication
media D %) ®OS DR @G &0 ®OS O O3S &) WRH DO
630 dH8® physical layer dew 80 ¢80 &c® stage @O @®» 8
adeng data packet ®d» @c layer dm0 @ layer &m0 emiEs
EDDB FEND SDDINDBHRE G6S3RDE @M.

606G 9 DWBMDD BEd® FOP/HD O god B layer ecomss
g0 DD BDRNODNE) e Semess @) 68 ®ES 6®® pProcess
O PuORB® layer ®gnmdB s @uod e3oSBEN DB HD BN
@QRE.

OSI Layers ®» =308 ey Segments (L4), Packets (L3),
Frames (L2) & Bits (L1) e®55350606 & Gmdaid s eides
63D BT (.

.-"'"—F- B

Fa HEADER =

! " . \
I o Data Static Dynamic

: Port Port /
\ /
: .
N e
e .
7 P il —
/”f /f"” HEADER S
s =2 N\
ln"l L3 : | \.lI
\ Data S'T Dynamic ,J'l
; P
/\> e 4
T = 7{-,__—_;.-;\'_"”--"‘--_____ ____'__,_,_--"'a'-F
P S P 1 T
4 = ;
\ L2 '_.-'
T 4
e -
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sB@ED ecwmn g OSI Layer 66 §@dDRBc 5w B8 665558 E6
ot 68.

Sending Computer Receiving Computer

Application --———— — — — — — — Application
3
k. J
Presentation - - — — — — — — — — — Presentation
k. J ‘
Session ——————————— Session

Network Cable

 Data Link Layer Data Link Layer

Physical Layer Physical Layer
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Port Addresses ®e) @& @)

c®® Address &¥®me 16 bits Beezdns (8 2 bytes) oxn @@
g0 DG 3B 50 e3Mescs 0 80 65535 cyd) BBe 8.

O®EBO @ 6mMORGT O device 80 D5 device ®®SS
BHBe® FuOBo wem @edd®O (identify the process) e@® c@®
Address 18 @68. OSI| epwaBecd Transport Layer e6c6
c@BE N 68.

BEX Administrator: C:KWindwEMlﬂ | W

C:sWindowsNsystem32inetstat —-na

Active Connections

="
[="]
v
o
4]
]

State
LISTENING =
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENIHNG
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

Proto Local Address
ICP =22
ICP =80
TGP 135
ICP =445
TCP =912
TCP 1433
TCP =2383
TGP 26143
TICP :49152
TCP :49153
TCP :49154
ICP = 49155
TGP 49168

-]
v @
g

A OEEOEEEEEEAE

ICP
ICP
TCP
TGP
TCP
TGP
ICP
TGP

DR

SOOI EE®
L] L L] L] L] L] L] L] L] L] L] L L] L] L L] L]
e EEEEEEEAE®

27 .8.F
2.168
-.168
.168

-1:1434

-1:5939

.1:3168608
.1:32000
-1:32008
-1.15:139
.56.1:139
216.1:139

v BN B9 e 4 o8 o8

LISTENING
LISTENING

ESTABLISHED

LISTENING

ESTABLISHED

LISTENING
LISTENING
LISTENING

DRI EEEEEERDE
EEEEFEHEEBEEBGEEEE@EEéD

e e e
a&élﬁlillllf
QEEeEIEIEEEEIIEEEEEEE@I

TGP .168.255.1:139
TCP [::]1:88

TCP ::1:135

TCP ::x1:445

TCP ::1:1433

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING

e R Y
® ®.8 8 B 8 B @ W 8 W ON ® 5 8 ™ ¥ 3 ®E_8 71

AFAAEARREEFEIFIIEREIEEIEEEEE®™

28 008 Port Address 882¢cd 8x®wmd ®:de®8 Port No 1

£0 1023 e¥e) s BrRE &t B0 sD®END DB DD
@6 o (Well know port Nos) Port No. 1025 - 65535 ex38) &
8Brge® ports Private Port & 8 Dynamic »85 ®esOE.
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Port Address oo %8 IP Address e@® O S8® Socket e@es
®c»® Combination of IP Address + Port No et £&)d8ncs
O®en® smm 82 10.0.0.1: 5000 e Bo 6.

Web Port: 80

Mail Port: 25
- 80

10.0.0.2:

10.0.0.1: 5000
Server

10 Web Port: 80
0.0.3: g, : Mail Port: 25
~ R
Server
10.0.0.3
Web: 80
Mail: 25
10.0-0‘2.' 80
Server
10.0.0.2
10.p,
0.1; 5001
1 Web: 80
0.0.0,5. 5, Mail: 25
Server

10.0.0.2
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Logical Addresses

OB BB® D) Owen® & [B»GH (addresses) e@es
woBxe8. OS| e@dgeed Network Layer e Logical Addresses
6@t 60® Address dv®me #N8m) 6.

Dz® 3V®HIDHED 695 FRDVENEBO BBRVSE &) router ¢es20®EO
§de DO® 60x8 IP @38x»nn S Gme.

IP B38®c 5 B»z® host esiobeHen ) 6500 Hede 6d®
cODO® »EX) GTHB®O N8 OE.

IPv4 (IP version 4) eSS @)

IP addresses 560 e50e3m0#003 6% 595 .

n IP version 4 (IPv4) address 32 bits g3@&0cs 8® 68 &8
4 bytes 8.

m IP version 6 (IPv4) address 128 bits s5@&n6s 8 68 d58
16 bytes 8.

IPv4

IP

Addresses
IPv6

IPv4 Address &b®e aabeHes R &t |IP Address amnds)
DN 50Q 6@t 0D 68. Det3® IPV6 Do g5obeNet DE
638 BB 68.

OBDEHEE &5 IPv4 80 IPV6 edd) t5o®@» adRené B0% Rcdes)
IPv4d 882¢ 503 Deiinn 6 IPV6 oesin8®0 exim &) B@n-
OB et BHO® Dre®B 6.
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eHRWOSEE NHOMOD ®F QDD
Network DOS Commands

1. Ping Command )8 0@

6®® ping command ®&& IP-level ®306@5 eHron oo &cs
connectivity 555586 verify @0 etS® 8c68. Sexwasecs’ OR
Ozt OB BO0» HEBO 8 & cable e»] LAN socket &m0
38RO 3MNDEE $E 6@Es SOD®EDBO 6] 60D BB eHE
C300®E0 BBRSE) 6608 &es crld 5D RdE 6630 DD
T 8.

6®&8 Bedxned ICMP echo request &z target host name
e’ |IP address ds @id®c.

B0 @D 59 BB I8 O tXt file DD DB emMORGT
B0 @) ® ®»ed copy command to txt file.

ping 192.168.100.1 -t >> c:\ping.txt

:\Users\Yapa ping 192.168.8.1061

Pinging 192.168.8.181 with 32 hytes of data:
eply from 192.168.8.1081: hytes=32 time{ims TTL=128
Reply from 192.168.8.101: hytes=32 time{ims TIL=128
eply from 192.168.8.181: hytes=32 time<ims TTL=128

eply from 192.168.8.101: bhytes=32 time{ims TTL=128

ing statistics for 192.168.8.101:
Packets: Sent = 4, Received = 4, Lost = @ (8% loss),
Approximate round trip times in milli-seconds:
Minimum = Bms, Maximum = Oms, Average = Bms
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2

sB@mes Memory Size 6636) ®tES®0 #d®ms HB 5 B8 wmic
BH®B @) n amed. e®® command D= Windows me®@snmogn
Comogn BERe Bthae ebd et ®»exdE. WMIC - Windows Man-
agement Instrumentation Command-line.

C:sUzerssYapalumic MemoryChip get BankLabhel, Capacity, MemoryType, Speed, Tag
BankLabel Capacity Memorylype Speed Tag
BANK 2 429496729 @ 16688 Phyzical Memory 1

3. sdm#mec Windows Edition e Build Number ®20 e3¢
@B O0 gD DB 50 pRdS "winver" 8o, sd®mgnmec Run
box @0 (Key + R) e®»3 DOS Command et type ®e Goed.

£ Windows 7 Uttimate

Microsoft Windows
Version 6.1 (Build 7601: Service Padk 1
Copyright © 2009 Microsott Corporation.  All rights reserved.

The Windows 7 Ultimate operating system and its user interface are
protected by trademark and other pending or existing intellectual property

rights in the United States and other countries.

This product is licensed under the Microsoft Software License
Terms to:

Yapa
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4. 3D®SDB T EIWOD NG DE &S DOD SD®ENWMEBE DIOG
66320 ®EO0 GO &) BODE s grds O 8 IP Address
ex6s »® nbtstat -a <IP address> dm type @65, D80 DO
sO®MDEE HO® 66 ®D weSed (Finding computer name
using IP). e®@&& NetBIOS 88d¢ emdmdsc TCP (NBT) 68250
OB 5EHBHE WOE.

C:slserssYapabnbtstat —a 192.168.8.161

Local Area Connection:
Mode IpAddreszs: [B.8.8.8]1 Scope Id: []

Host not found.

Bluetooth Hetwork Connection:
Mode IpAddress: [B.B.8.A1 Scope Id: [1]

Host not found.

Wireless Hetwork Connection:
Mode IpAddress:- [192.168.8.10811 Scope Id: [1]

MetBIOS Remote Machine Mame Table
Status

YAPA—-FPC UNIGUE Registered
WORKGROUP GROUP Registered
YaPra—-PC UNIQUE Registered
WORKGROUP GROUP Registered
WORKGROUP UNIGQUE Registered
- -__MSBROWSE___ . GROUF Regiztered

MAC Address = A4-17-31-1E-17-1B

5. s3B®&mE0 6380 s Bee® adapters D e583BE0 63)00GEE)
6®® BB DD DO @RI ®D BTDED.

D8 ipconfig/ all 8thos exg® ®&s TCP/IP network configura-
tion values, DHCP & DNS &g settings ¢ 808 @0 IP ad-
dress, subnet mask & default gateway d@ gvcsie @) e
Ot 68,



%5z HB® HENOHE €369 6MORNOT DIWBLND BNDED OSSO

ed (hacker) oy @@ue 9

Hacking e@es ®¢S0s68 edesd6cs-
s BOBOD ) S BGEBE 60O
HOOE. O OGO 58e398)) HB
6D®DD S3D®HNDHEDO 685 &S BO
%] HEGDO FPOBOBHRS  HTRD
B0 oeHS (Hacking) e@es wesio.

SO®EN eHEWOINEG B 5% BRDE) BENE 0@ S HTEDO 6®-
6RO @RS BEBHE® MWBHN® 300 VOGRS, ®eD DO
BOBDOHR® BHE® 5E®E6GHE 65. 600 ek eOEMBDD O®-
6HH® BG®Em RS &) BBRBL 638 D BVLEIBND O,
e NDBID ) 50H8 6@DD VBB HO® 600 “Moe”
DB . DB B0 Oe3d 50 @O 48w MRHEDE 608 §rOBG
OBy D EE 6wetl DD, e MR 5 DA(H 6BRE BHE
E®REBES dE0EHs DEND ERD axDbNEEE FRBO Brt)es-
OB} B5OBNEED 63D FDO DO HOSO 6DSE) WS HOEDcEHS
) DS 60%8 HE BO® BBRSND ®rbDGTS @0 35880 &
&,

e@i™c E Hacking &ma8o & a8 e dt esmwD 5e3moens & dzes-
200 OH) QT6R.

Australia 2%  New Zealand 6%

South America 2%

Middle East 4%
Asia 6%

North America 57%
Europe 23%



75 0.8. om0 W)

3600 9THOOTS HED) OB
(Main Types of Hackers)

600 ®WBAGTS i 6O 3 @O 605 WOS® §OdOS 68.
1. White Hat Hacker / &3¢ 61838 &bhdds
2. Black Hat Hacker / &g 6538 ®ratdds
3. Grey Hat Hacker / g® 68 ®mddde

White Hat Hacker 65 ¢3¢ 6238
wetdde (Good Guys)

5O®ED €38 eNE POV B BBRHS 6QE WIEDGDR @REB. 6@N-
8 83 czn® 3k PHEDIHNEE SH®ENDMOR &) HROE HON D
c6ee) D) mO@ED 8 OB, 6®8S 5EASH GO GFHDEBOGES
ee® O 8 gd®ms ® 65D Hes) s OB DO 5O
BO® NHBDO ®TDHOOTS 6®S) 5DDEND SENE 6 ®EH® RS
s6@BAG 620 B8 wOB. 68 Computer Security experts
6RE HWEDOH QIeR.

Black Hat Hacker 6%®%) mg@ 65038
®ebdds (Bad Guys)

6@A)S 3t®E &OD DX @YD O dD®ED DD 5% eHE RO
BE DGR ) andesd ard® 88 &3t SN0 SO OED 3EM)
NODEO ®X EREB. D®EMD eHE FAQ WOBD, B CBHBS® €39
g0 EBD QR ®B® De® 60 6£DQ DO »BEB e®@® Black
Hat Hacker ¢&en® cdan @Ry 6. Do D@ BMd 6modmndT
“credit card” e Gt 66300 BOO 3% 6D Fid B@ 5Oz
Denem OB 6B ®) BBRSE) Ce)wosN B35k .
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Brute-force Attack

oKE D88 e@e®] @dese (passwords) e6®] §odD®
(passphrases) com@dsnn OB &) O wHdm) HBO
brute-force attack et ®»exeH 66X @IER. 58NOmE) B3
OO D BENEIER R ROT BEE® {dese 5t oD B
2 068ermO b DO DA @IeR.

6®0® DV®EE 50BN Bemdn ERBES HRB RO 98D 583
(Front door) ®6®) ec@gHedxic. 6®c trial-and-error e@esO Sys-
tem’s password cesm@es®e (guess) BB® B¢ 0K @IeR. eHE
3N0BRE®mS HDEOS Owny Brute-force attack 8. e300
®aczmo® 66X DO 80k c®wed @ Bdese DD FHREID
B0 3663 O @,

608 5®Idn ORS DS BORD B ARe® BnAO login @O
N8 O login attempts ¢@gnc B®) BOOG HeEHHS BHéne
lock @0 @b ®dREB. B&P®O login BP0 E55eI®ns Besce @
et 8 o5t3 DBO 98 moO® ¢ IP Addresses ¢n®ma
Block 8%® ¢ 8¢ o ®t&5ed.

Ethical Hacker eme®m @0 ad®msc 9B 59 eamndGs &R0
BB amed.

- 5enen®&B3x0¢ (Creativity).

- 9@ ®THOO He® gdmxscmdcn (WIll to learn).

- @) 6EE cty RN REeB® 8® (Knowledge is power).

- 908 R/OPD»>® (Patience).

- BBBQ wrwbdoens 6@t (elite hacker) esee® (Programming)
BOOO B .
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SQL Injection Attack

6®® d®ed attacks buffer overflows in system code ex»e®)Hs)
injection attacks e B0 6R1e®3 ®EGMO 6630 B0 6O’
6@I™EE DGO ®X EIeR. B0 DD 6dHD dB® B code
injection attacks e3»0 @ze®. SQL injection db®a ¢ 6®BS O
OV®EHE.

c@BE g5 et ®D X O basic commands need to run an
SQL injection &2 how it can be used to bypass basic web
application authentication.

6®® injection attacks 880 dV®ed ) O e3cm) D) 68.
Bypassing authentication, manipulating data, viewing sensitive
data and even executing commands on the remote host.

- ; SIGN UP 1) P A :
.. : _ :

A SQL guery is one : SQL injection occurs : An attacker can use

way an application : when an application fails specially-crafted SQL
talks to the database. : to sanitize untrusted data : commands to trick the
. (such as data in web form . application into asking

fields) in a database query. the database to execute
: unexpected commands.

SOL Injection
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Hacker eme»n 800 8865 608 @0 65w,

Bexiernd (Just for fun).

63 R®ODR 6@y ®TED® eem) (Show Off).

6D BEE OwB®DD ®o BDOO escm).

6RNG®] rd FO®SHEDD DER6® emwes 5mIm DO ®TH®0.
De®D 6MOROT 60D O BT ®O.

@BENGD O D3 NDRE 3B SD®ED eHE D® O cB®0

D OBOG (Cracker) segan ®S@)

eNRG B F K DO DO 6WEMPE® SV®END SENBGD DEe, cO»
3E®EGGE cracker 6@t HER) 6cx @REB. sdD®ED DrtlesD®S
OO geyg passwords 6] licenses ®@® ®t6 )® (bypass) 6]
6D EIMOBEDS B DO SsO®END eNOIS8EN ) OB & ez
6®c OBS zm® By @REB. One who break into systems illegally
are crackers.

e DO 8¢ §) 83 e G 68 2

m ORe® sd®Em HrG nE Hacked 8@x &g &
SO 59 655 & s O DBS 9EDHO
8¢ B ot Dmme D) @SB E)e0® DOB®D.

m BEOBGO BB O» Brg ® EeNo® s ORI .
(Shutdown the system)

m ODe® SENEG HEG B BeR® 3BRRDGHES 6O
OB ®. (Separate the system from network)

m 806Q Dd)es0®ns HdD G DDBOGEO &5 BOH® 63
backup 8 @0 R G ®edD &383es50e5D®
(Restore) @®si.

m 88 Bogr BERED &G o s30®END ®HEL 3EENO
830836605 ] & o) eeNB/EBG O DYXD & BEAED
ETNOD WO ®.
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c®® 85O 5B eHd
(Penetration Testing)

6@ 3D®HMD eHE PODWBIG FrOB®O @D WOD HOGHCHE. 6O®
5D @08 e3BB BEE® SD®END SENBEO 68 eHE eSO
BO B 89 g0 O Bed® mdrS simulate @6 DB Ve
B8R 6633 RPed® pH®edends.

23880 Bre@ s §rIDRHD BB DO ®rHe® & Bnz® Swds-
D FRROD DB BB B gd D8 8dQG 6@ &HOQ M)
FORE 5E0E BB &S epnd Hexn ¢ T BERe crndED 59
6™ RO O DO BB 6c® B 6% cadmo®/ Bacmo® D@
&es epf)eant) e 63 DO DB DE MDBHND DBEHRS GFdE)-
OB §EODOGE eeSBOIG BT IO eHDE@MOGBS DBS @D
6®emwE® BB &% cz tem) 6®es attacks @0 emieds B
0T 68.

59D dxnelemn KR o DdrD &rd attacker ememm ®O
98%ed & Dne® DB 3mIOKB Err) WO®TE® t3eX ¢ @R 6EXN
QreR. DBE HEEE 6 Cwisn D@ HOBEIMODOGB, OO
3G BB e »H®eden®s (vulnerabilities) e 688 ¢es63esees
(exploitation) ¢®» FuOBs BERCD 5t DO 6y @RE.
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Penetration odxiesgn ©0®) endnemdadnd &8 O &0
6tNE) @) T8 sdD®END SEDHE EBwmde 60D crn® BB 60K
8e won eRB. epr®ed ErmdO 5w D& DB R@eD®
@ ds OO S0 Brems O penetration test ssda3@d Bemded
g0 60® 6O WO O DO Ok HOTOE DWe3drtdR GEE
9803 OB el epnm®m Hack He®s) &t Bk & 831w
cos &0 OB BP0 ) 5t DB OO DO ®D BTHEG.

Penetration %68 m®edens)
cO% & 6P 5D PHB®DeHS BN e WO @RDE.

1) Internal es®a525®

6ISDOG 5 MHBD® Go®m 6. Beletd s 6dmneS HEp O
568®m 80D DRS 6RO sdw®sne g WOK ERB. 6dG DEND
83985 NBOD 6@t POESIMODDG BERE 6Ot @RI 6CH)
QR® OO

2) External es®a3&®

c®® sdizmed QR goQen dxed OmE dx®c (infrastruc-
ture), esdmgn Servers €% aco® GmeOE DiIDG 6(NE BDHB
@.

B0 gODOD FIDVENEEG C56EIB® O OB 608 6MOROT
BERec D3N OD DHM®HED @RI 6CH @QIGR. HR ®ENDNE OO
e D8 Beelesn ¢ 6®K0O grpEmed. Filtering devices & fire-
walls e routers &8 ceo®m d@ vulnerabilities &) ®@&S®
em) 9 BE® 6ty OB Be oK ER® o O 8dE
6 OV MHEDDNGE RO BODRWME@ 6O® #EdS 568®m Be®)
Bemon R 880 ResE® &) e DR 588w D@D @D
D5 9l 68.
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9w ©odE B8 wie® (Penetration) m»®edercs) ecwmm &ed
QD T E 8¢ O» OB t5rEBRERO GRS RS OV®GD
DB PO 59D FEOR 6e558) En Hred.

Penetration esd@gn @ (Test Type)

1) Black box m®c

6®0 sOHR@D BKH DB 6MORNOT QIBD GXNHTE GO &
5e3) 600 DD D) 6ME O rn) 6 HTERNDB BT G.
Dee3® crackers and script kiddies e 882 eaMdmGT csagy OO
Q) ®TBE® DD eMOTE MO & D6t 9P ®D HBD® DE
6O @D Yim OBD Doy BO® gomsmdc HYIBO 9Qf
6DIGDY) &Y. BOG 3tRE 6RIWEE & e B’ Wl 5GBS
(Attacks) gxmO#6 DOEH @RE.

Black Box es®@3@)®00 eH@ mapping, shares and services ®#n»c
BB, cPe»HHRE® SES B WL KD 68.

2) White box ®c

RGO 6380 Wi BeE8m 50 61 B&DD 9EE® DO
BGED epdend O BBOO OB 6MOROT €583 O 6]
D e BO® 6®nO ge)E 68. 6PBE eI ®F OB DXx6E DB
50100 O 0D BERE 6BnbEn Bmén® BeHdBG.

3) Grey box @®ws

6®0® PO®edern OB testers ®O B crx® ER) 6E® Do 6OB
OB OB tester w0 e e5MNDEE @ 8O ¢ Be OB Q6.
ode 600 Bedmc 6RI6M] 6EE 368 BWGE security assessment
practices 8¢ ctxn® OR66 RGO gd®s § 80w .
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2@xc 68 Metasploit Framework 2

2003 Bvsed & 041 H.D. Moore 8% open source project 6@es
Metasploit &8 8@ e aod PERL R303060s §Q epdBme
8¢ 8§ g6 2007 ddvsed & Ruby tn8meds dn acdos hacker/
penetration tester community &cesn arges® SOE rewrote BHO
¢ Rapid7 ®@8&5 developed B%® ¢ ¢ .

383 IRGE & Armitage »8 &) 3813 developers epihdens free
and open source GUI e&desdes Metasploit §oy @O8® esemn
59 FRdS 9 BBEO B HDDBIG 6@ BL@ENG WOD 8.

BT4-R1

Armitage  Maew Hosts Attagks  Workspacas  Help

* i sunkany
* B explodt
* & payload

acker72.16.252. 138 |
Samba “username map script® Command Execulion

This module expledts a command execution vulerability in Samba versions 3,0,20 &
] through 3.0.25rc3 when using the non-defauk “wsername map scrpt™ configuration ™

option, By spec l\."-l'lljl a username containing shed meta characters, attackers can !
exerite arbitrany commands. Mo suthentication i needed to explait this walnerability 4
since this notinn s used bo man ussrmames poor to_aathentication? ¥

Consale. X

Option & Valus
LHOST 172.16,2%2.137
LPO&T 12784

. .d88b. BHEEEE B88H G L-T.Z 16,252,138
“BEhdBF YBbEER Bl RFORT 139

B HE
BEE BEE BEEY Targets:
BEE BE% BBB “YOAE

0 = AL DIMEBRIC _"_I

:l_'r; Use a reverse connection

L) Show advanced options

| Launch |

=l metasploit v3.5. 1-dev lcore: 3.5 api:l.0]
+ == ===] 619 cxploits - 306 auxiliary
+ == === 215 payloads - 27 encoders - B nops

=[ svn ri10a9z uypdated today (2010,11.03)

msl =
T oEE aE: *| @ rootEbt: fpentestiexplolt: ™ Armitage PEssse 1 2 ge:BM.
To direct input to this virual machine, cick inside the window. P=l T O

Metasploit e08 ©0Hn @RS 6exn &b SBO® tscw) SO
FRdE06rS S8 REO ardd® (hacking into system) esescs.

Metasploit esot3mdgn 88D esdes dm (Free, Professional or En-
terprise editions) ¢80 Ee® o & Bode Metasploit
Framework ®= &b@ngons 8. Quality-assured exploits domed
& open source software development kit eges 6@ 6@® E
Do B0 DD OH @RDEB.
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6®® Metasploit smwm =88 880 gdism ®OEm OO 8B o)
OB QTeR.

®aco®O@ oW D).
6O DI BED Da)BWBH 66 OB ®TOR
BDED) DTH®O.
m DD @ 5em® O Be OB @R® OB B
ec®B® (vulnerability) escem.
BB ®c (Mitigations) ®»Em) @S @0.
OB FrOB® DESOMDOBNB SHOH®O.
3@t gdmd» exploitation’
Q0 esex Bmgnme (auditing).
6D 6ked® 3wz BOB €39 5@185 6OEHHBOB.
(social engineering)

QRB® Bu®xS 65508 ®®® (Understanding Basic Term)

Vulnerability - 320866 epdaed B8R B 5888k
ScBFO womesNs attacker ememO
e G EO ED 500 9 8O &S
cHO@MDBS 6OGO 4By 6d.

vulnerable - 808 B8Recd B 6MORDOD DO OHE3 ;e
geo® 8 o [e g8 codes @R ®®®O
attacker e®» @) e5cEEB® 6®GEO &Ky 68.

Payload - exploitation &¢3® &8 e @ Hdxc actual code
6®r0 ars) 68.




96 0.8. eamn0s we)
Vulnerabilities ®&t» ez ®H@)

ORe® PO HEDO DED FPDB06HE Bo®m) ®RIH) B,
EDD, Cams, Baco® 8t ORer DB DD e O DB
6xm 60O 6m®® &) exploited BHBO Bed®, & BEDeD vulner-
abilities ez» ®®® 6@ OO crwdn Bl 68. DHB® DB goO¥) N
60RO T exploit TS 6®e®mE® &8 66 6Ce® Pagmo®
DE cHOED 63 V@), Baco®mES dw)D0 D HO® OB
&g oK ERE.

Vulnerabilities 88c® gde@ID) ¢ ERY ®BH®D BR6E eHo-
e O5®E (security structure) 8g2¢c 9emS® D @ 68. DO
DR 6EXR X R &R wdm @O »® vulnerabilities Bge,
eMOROT & O share BB® &S RO &5t &) §nd & eHE DE
OB 5638 HBHEIENEG WO ®D B 68.

59D 66588 & grs d8 Android e®@e»E® sEBG Bew) 9BE
® vulnerability @® eed g0 gd® gmns Microsoft Windows
6®e®mEG BES 5EX) QIR GTD.

Android Is The Most Vulnerable Operating System

Number of vulnerabilities by operating system in 2016"

Android e 523

Debian Linux [ 319
Ubunto Linux FE e o7s
Linux Kernel _ 217

mac 05 x [ 215
windows 10 [N 172

iPhone 05 [ 161
windows 8.1. [N 154
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Exploitation & @6® eds

1. Vulnerabilities
2. Exploit
3. Payload

30 5O8 ot BEeDRO 6®® EXxploitation &8¢ % @ed.

2. Exploit Runs First
3. Payload Runs Next if Exploit Succeeds 1. Exploite + Payload

y A
hY

‘

4. Data Download
Malware, Rootkit, etc

L 4

Attacker

Vulnerable
computer

97
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Exploiting ©xneds {Rode® crmedres, B sEidBGm 6®3
eNERGD g8 gMODWBD SNHERS Frp@ He®s DO @S
B esBHE N3 e308) TS BE.

6®® »®x developed @06 Bedyed vulnerability o)8med s
8 ctd 6m®G. D DO 6®] ®D vulnerability endmed &
Ot e BB, 600 & t3eH) NDDEO ®D BT 6@ EEE WO
@cBB0 e 68. cP® B RE & A0 DD DD FrdS Bed®
attacks e® ®® exploits 88Red emmMdmde SlBHG DE ®E 68.

eMOROT 6N ®eBE® @D (Bt 0D 6 BOZHERD B8R)

Internet —_—, | 'Y

1. Information Gathering

2. Scanning and Enumeration

3. Breaking in or Gaining Access

4. Privilege Escalation on the victim

5. Post Exploitation cleanup and Backdoor)ing
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Penetration Testing Tools ®em) @%@

1. Kali Linux

ac 6@d e Hex digital forensics & penetration testing escen
S5 0 6®em@E® S gads Kali Linux smesns Debian
NDDEES OxDess® @ Linux distribution 8. eecms DB
OrneDems R § security and forensics Dedy FODIGE
e 6®® Kali Linux e®@e®m@E® scid&ed penetration testing &@0
geIR O 6@D@® 600 » OB BEmIE 3@HINGD gilo® 6. ifled
gnnae e®) wWww.kali.org o0 88860% @) oo ®il 8.
O>®oecd & Kali Linux 2017.1 eot3mdgncs 6@t eNdm) DOX)
QLeR.

Most Powerful Platfarmefar Security

2®e 6® Debian

Debian eH®c @& e300, ee3NB o, esdwisdn DD €59
sHBEBEND B GIR) &S VD 5t oA E@e. lan Mur-
dock &3 ®xes dde d» Debra &5 1996 & e@® Free
6®exEd sEAEG 6t3E) 6m® HeR. Ubuntu & 6DHs)
6Re®] Linux 6®exn@® ©eldd Sb@gnnsd Debian @@m 8
&,
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8.8. 608 )

2. Backtrack

Backtrack ey, Ubuntu GNU/ Linux distribution @e@am & @0
®B 8 BB80Q forensics & penetration testing 18 SO

& 5B O @S 6MORNOT DB OB DB
BeHN® BH@ENG OB @ 6BeMEHB SEABGE. de D variety
of software applications and tools &35 ©:0x8m 8.

Ob»®I»eE & Backtrack 5 R3 tsot3dgnc thdm) 0% @ued.

“ JAPRIIERGRE! Places System =l

"‘. Accessories
R O Information Gathering
» “lu Wulnerability Assessment
» ¥ Exploitation Tools
= %, Privilege Escalation
» HJ Maintaining Access
'!_. Sound & Video + T Reverse Engineering
# System Tools » ' RFID Tools
';- Wine = @ Stress Testing
e
[ Reporting Tools
dH services

? Miscellaneous

<< Dc

q & FriAugl?, 1:26AM 3

. -{~ Digital Anti Forensics

. + Digital Forensics

. -f— Forensic Analysis Tools
+ Forensic Canving Tools
-{— Forensic Hashing Tools
—:]'- Forensic Imaging Tools
—{— Forensic Suites

—}(1- Network Forensics

. -{n Anti-Virus Forensics Toals

B N

gack 5

. ,
-i— Password Forensics Tools

e

Ly
% RAM Forensics Tools
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Microsoft Windows Attacks
DED) BHEE

Microsoft Windows Operating System €860 8eds ¢5mdns)
(Attacks) ®eon @tS® @& & e Oy ard 6OBE DO WIGG
esew) Metasploit Framework e meterpreter 8 N8O
®x 8

_%Q Exploit L ’l%

3N +
<< back | track 5 Payioad Microsoft /f 7.

Window

Victim/ Target System

Attacker System

Network Card in Bridge Mode ) )
Network Card in Bridge Mode

IP Address: 192.168.1.100

IP Address: 192.168.1.101

Metasploit Framework Console Commands (8thaias)

9w sOBedcn ®BS &t »E odO8 Backtrack »® e®e®-
QB BB R B8Y sdemgnmcd Virtual Machine sn8mers)
eSMesG O gt @O Bxdhes OB, @esed Metasploit 8 §
6@DE® ®acodEB HODDHBO ®H) EI6R. DB 6®EMHHEE® &S KO
@ ®E g3 msfconsole &® & console $)8®erEs 55 6e5858)
& e 6@t backend commands grpEs SO &g won @red.

info - 8&dm exploit e»3 module B88de 6omdmds 5568® BHO
search name - Search for exploits or modules (msf > search pnp)

LHOST - eHeo e ®e® local IP address e®) ®@e® e$H@ews
B0 9@mmen B O 6BRHA public IP address
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Microsoft e®e®mi® )8 &g Build No

ORer sdD®mENG RO @ HE attack BeDxned »® Ok 5D
eesx®) & g8 d8 Microsoft Windows e®e®»@® &8 D0
gee 8 Build oo B88R¢ 5tt8@ crn®n R 6md DB (D
68.

59 3eSMNOB S Microsoft Windows e®@e®i® es&08
BEesnemns O @ OBBG 5w B0 ey O Build gome 88de
6mMORNOT @RI 6EX @IGR.

‘8586 '87 ‘88 '89'90'91'92'93 ‘94 '95 '96 '97 '98 ‘99 ‘00 ‘0102 '03 ‘04 ‘05 ‘06 ‘07 ‘08 ‘0910 11'1213'14'15'16
| T N T A I I | |
\ - M1 T | \

LI nn

CE 1.0 CE 3.0 CE 4.x CE5x CEB.0

= |
CE 2.0 Pocket PC Mobile :
2002 2003 SE ‘ Mobile 6.x Phaone 8

Pocket PC  Mobile .
2000 2003 Mobile 5 Phone 7.x

i
&
Tk

my um
——F aQ@Qfoa

Windows1 Windows 3.1 Windows 95 Windows XP  Windows ‘Windows 7 Windows 8

1985 1992 1995 2001 Vista2006 2009 2012  WReEIo
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Linux Exploitation ®¢sn @@

Linux e®e®»@® scd&ec Exploitation §§@d

Q Exploit LiHUXA
<< back | track %” * | —
= I ‘

Payload
Attacker System Target System
IP Address: 192.168.31.129 IP Address: 192.168.31.135

9 Backtrack 5 R2 Virtual Machine © ee)@ network card &
setting ®z» NAT mode &880 Gmed.

P dhclient3 ethO e@es Backtrack 5 R2 Machine ee)@
IP Address g®is DCHP @ o@%%.

3 Backtrack 5 R2 Machine ys IP address 192.168.31.129
6@t DHCP 2385060 08 ol Bo5).

4 9@m® ®» Linux Virtual Machine & e network card ¢
NAT mode & ® 9558) 6m® (B5D.

B dhclient3 ethO e@e Linux Machine ge)@ IP Address
a®es DCHP &g o@5®.

5 DHCP ¢08®ed 80 192.168.31.135 IP Address g®c
Linux Machine & %j®. ®»® Backtrack 5 R2 &
IP Address = 192.168.31.129 & Linux Machine &
IP Address = 192.168.31.135 e@ts .

7 192.168.31.135 O Ping 3@ 80 808 6cm oo
connectivity el sdEHee BH B .

B 9E™® ®» Linux Virtual Machine & run ® services,

gened versions & 8dam 8 He® Ports e@mx»d) ¢ Ho®
EF GENEIDRD.
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Wireless Hacking ®z8x8®

563® B D0 BBsB E MO BEAS 59 eHE DE O D
BEee ) BOO® 9 M @rmamdn 8 &g, QK DN
O g0 8 650 © ;MBBIEE EGMOD 50® HD 3ed®

DO ) D g0 9% DS 1998 Ve & 6tin ®X @ Wi-Fi
eme®N Wireless local area networking ®® & &twes 68D eHE
EB@H#EE.

ges sd®END 5% DBOF (OGE DE &S 8O D DS, Q)
9B RON &t 63 O B8 60T OB o @B 6RIGM)
Onw YBe® O OFHG DD 6wt DO R0 QCE®
e5e3NBOD &lewes OB WLAN 825 0 onmegnc 08 »ox
QIeR). 66t 6ODY, £3e50@IMD e5rE® 6@ @ (vulner-
able system) gomdrerscm SO GO @® &)Ey &r. 6mMOROT
DD BI) GOSCENE DR DIWBINGE DO 6N B WO @E6E
B & BBOD 68 &l OB (Wireless) omwiesgnni3. ety

B 15-20 &6 eseen Ethernet (Cabling) onslegns 8o §8¢
60 DB HDBHND SODOGE. 608 3EBIRGEE 6@ &t BrE
6 NI WOD® 5OD®INDE, @365, DtRED €3 3@ So®®
eomO®, Bo®m® o) wire free e seH) ad®msNd ) &
.
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@80 80 BBsH RE Ve Alwes 08 eHre WEP encryption
esc) § vulnerabilities 6e38@0 gdihac @D BOHBO ceN® DOD
g6 Backtrack es® AirCrack o tools 8o @o®s5 WEP key
@R ®TBB®O BrpdeOH BrdOO BHE®IEE®BMHED @RI GEX Q6.
6®® 6IMORNOT NI DS (DD HERG D) BBHOO 5BEND O
g0 88 8o / ee)bhdhm®@m eadx (any illegal / Non Ethical
Work) ¢eds) ®ndo) SO0 ORe® e3tEn DB crdn (g 68,

Aircrack-ng 8t en8o) O

e®c packet detector 8 § applica-
tion 8 dee3® dc tool e@es WEP,

- WPA & WPA2 o» db® da &
RACK h_,_g s OB 802.11 WLAN ®06es)

®®F @O eHERG RO Attack &e 26
password eenc) 88y Crack £3@0
N0 OB QTeR.

6®® tool d®B 6e®IcdD eIy ®xed Linux (Kali distribution)
6®@emE® SEASBES M

B0 @D BHz® Sl O eHE ROt Bt LD eNRWE 5O®
g8y e driver supports raw monitoring mode &®® Fud DO
g6 802.11a, 802.11b e 802.110 »8 & Wireless LAN 863de
Sniff B0 ¢ ®eB D 8. 6®® def)esO®m®» Linux,FreeBSD,
OS X, OpenBSD && Windows 6®es@® 808 60® §on0m
68.

Li%ﬂ

: ' -
J p
4\ g Microsoft [_'! /

Windows
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airodump-ng mon0 8&®e run e &ty G s sdHE cb®EEs
D5 QIeR. 608 & Oiwr® OB® HEG RE RMS &® UTL c® o8
OB e xn » WIi-Fi Routers ecosd eeo o5& 68

BSSID STATION Rate DSt Probe

UTL1

i
—
]

BC:F6:85:40:B0:18 E4:32:CB:ED:7;
BC:F6:85:40:B0:18 A4:17:31:80:40:
BC:F6:85:40:80:18 1CgBE:

(not associated) 14520:2

(not ass@fiated)’ 78:3B:

(not @Ssgciafed) EO:2C:

(not assotliated) 14:30:
P0:24:01:F2:1D:31 EB:DE:27:¢€
1C:TE-ES5:2F:1A:BE DD:22:

atgd, Wahaig

[

1 [ ] L] (] i L] i
bt et bt e e ke e
~ N E VRN W ©

[

airodump-ng mon0 8r®e run o &ty DG 5o sBE ch®Ecs
D5 QeR. 608 & Oiwrs OBD HEG R RMS &® UTL c®» o8
ORBS e 8n v WIi-Fi Routers eco’ ez ol 8.

Field Description

BSSID MAC address of the access point

PWR Signal level reported by the card.

RXQ Receive Quality as measured by the percentage of packets.

Beacons Number of announcements packets sent by the AP.

CH Channel number (taken from beacon packets).
MB Maximum speed supported by the AP.
ENC Encryption algorithm in use.

CIPHER The cipher detected.

AUTH The authentication protocol used.

ESSID Shows the wireless network name.

STATION MAC address of each associated station.
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5O DE SOHH ey O8D epdDeHd
(Home Wireless Security)

WD BBR) FtS FIOV® OBBR Sl OB Hedel eHeo
o) DOO e g e 68.

n ®Re® wireless access point or router ec3 &
default system ID 6®»¢& mdS®.

n ORer BB Bem 6088 6 sex (default
password) 6dx»e3 oS ®.
|dentifier broadcasting &g 0S5 ®.

m Encrypt wireless communications. (WPA - based
encryption offers better protection than WEP-based
encryption)

m Use your router’s built-in firewall to restrict access
to your network.

n DR Sl OB 5ETG YRR O HIODDIID®
® DRVED.

@®es® Oiwes 08D epded (Public Wireless Security)

6830¢, &560® 5 B@ &es public access points (frequently called
hotspots) 6D &8RS0 BP0 6250 3@ VBG G BEOO 5D
508 B3O ®OA) QTeR.

@t @ virtual private network (VPN) e08o) oSS .
6O t)d DERD E®RD™ 6mMOROT @R ER® 59
passwords @) 8e®@ DS B05®.

= Encrypt your files
el ONMBDD ®TH crRdE DS H.
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D@D eese® 398 (E-mail)
Hacking

N0 JUNK MAIL

POSTED LETTERS ONLY

E-mail o5 9o 5@ 6@t 9180 DO® B35S 6SEHEG 3EH) 8NSD)
O® 6258 60DRAD DD o DB 6OR) ¢S 5eH® WO OB
60 ecm™O 60D DR B 68. DB, open & closed eEEE.
DDa 60 gD OB WO ®B 6t38NedE BDi® 6WmemE 6D
D@D oesc@ BB @) 66X ERBES 6MBeR 65 ME3RON
@& . Closed web-based services epcmmcm 0 63)@)8m-
BBO BED @RI 6H @RE.

OnBes ) 508185 R D E-mail 8o wdxed D8 dmcn

PO @D e, E-mail Bén® hacked BB@0O & 5600 683D
R8s TFNed gllo®) 659E®mRBW, 50608 65 OWwEB®D 6MOROT
6D ged®m DD HeR® d®mBG. 68K SOEBEWEIO @) MO
g0 8530H0 6OR D, Do BB 5 6e59E®R/D BDDBO DHEX
® RERIH QTGR.
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E-malil &#n®z» hacked 8@ &8¢ 8 & gdeSd

Spam b

GOO®S NS 6] em® DE@ED et (bulk E-mail) es&ge)
5O®BS BB sHBEmEIO D0 ecEieid® @& Spam
BV B0 Beed. t5cmd)gn 6] 6aMP® dn IP @86 &®
@A En 605 6oM®® d» E-mall address sn8mewns} attackers
Boo® Bene et E-mail Smm (broadcasts) &g 0y @ued.
Spammer’s 83£®EBFB0 D oomxed E-mail e IP address
e 5edm SO 9b) SR »HB, AR @H®ED OBIRNOBO DEe5E®
e @06 DB BmIND DRG0 &re, ct®n ol 60. Det3® DO
E-mail e IP address 8c@d@ blacklist @830 domp & &td
»B R VeHE 638 t55e3n®de (ISP) 888 o9ed0s) E-mail oy
ecy) &g 6 WOH) &ed.

eeOOEEB (AEO®) e

6eDOBHEE 5OIMH OV®EE 6@ DEGD ER RO RO
68. 6P® OV®EE 66D 6] DO gecdes 6EE HERNGS. 6O®
66003 spamming framework $@dx gw®rs dDBBOGD 8D ¢
OB REIGE SD®EINDEG DE BL@IENG OB. 6®n E-malil &g ed-
2100 @M FRDNENED 6@IGMID B &) & DOBE spam 8B &
E®O® O3 & 9w 08 arp® O Be B0 o8 .
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oRz® (Phishing) o83

Phishing ) 8@ 5006 D2 gm0, D& @) 600 38R0
B 9 Bosynme D500 DBS 6638 B0 Bens et
3T 60x0 gpes 68. 6®® Phishing 8683 oD &efen
6et3® DS HODE® DX ERBES DOX6®SS e5cBELND 6RE G-
DB 3. Dee3® HEN® gotcs, O 5B 683 Ce5 EM D& 6e39E B[
6MOROT 5O BDO 3c) 600 NYE) DVe®S R 6o Crx D)
® 9@ 83. 20% D DodBW®HS ®O ®y & DYSO BN L d
60%), 6tN0MB mE BB, QosB®G RO 6®] FDHBD) G6ENOMB
(identity theft) &® 8o ud 6®@® dvmed attacks 08 Hen
g ®S BE@RD Dresc@ DO B0 crdd® 3663 6MOX) &T.

gO®S DE@QD et@ RBBHEO HENO crwddO dms o3
Boxiex »B, &) S ety Fu) DVO 6@ DTOE 6EES DeDSIES
@D BOO 0] sQm ODO® cH) sdHD) BHOO O® V@) OBD.
DTS DB 6WOD BeBQ HrRNd® Bdan BHOO emNe
ML GIDX) .
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D@ orest@ 663008 (Hacking) 8g8e 830

B8 DI ®O@® e Hacker &6t 8838 BE@s oest@
M) 5Dt DO @B RO Be®D) FOSMNDS 5D B3R EN

6EH) QI6R.

ABC 8 680100, 96605 thHEHd)
EDEDE BE WOD eNEHRGEES CODF DB
NEHE) PG DBO, FrEnd)® DDV,
gegnd)® eed BB® (confirmation of or-
ders), sending bank transfer receipts ¢z8®
8 »O@D 3w D@D Drestd 63O
el 6@ O HO® &Be wOB.

D Bxowm & ABC epomamed sales department 885 @850 SK
Electronics epoo®ens @@gn quotation ¢#xnd 8 6t3dn »O®
Mr. SImon 6® &3 B & @r8® HE) bt mOBS O @ E-malil
SSHMEEB 250 BN & e,

From: ABC sales Dpt<sales@abccompany.com>
To: SK Electronics <simon@skelectronics.com>
Subject: Confirmation of order

This is to confirm that we will go ahead with the quotation you
send us. Will make the necessary payment to usual bank
account for the value of 25,000 USD

Thanks,
Ajith
Sales Department
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D@D rese@ 588 Hacker &E#n®@0 ®td8®

(E-mail forwarding to hacker account)
®Re® E-mail M8 60 d®et3® hacker 88 @85 6@ BE@D
e5c@  BBHGO  (Eerwdgm. hacker@hacker.com) e®d®» ®O&)
@B 8¢ mE B 68. 60R DR e e & ars crld VO DRe®

DE@RD Drest@ BM® DE 59D 63K & &rs erdes E-mall
forwarding 882ed et Q@G &g e G 68.

Gmail 8#n® mE Forwarding E-mail @8»¢ 66368

o 1 CMail erse®ed ers’ E-mail @8-
&) - D R TN WOREE DB, s SO
m & I Forwarding @38»¢ @0 6 d®

GE3)() DR @) (OB O 6.

9D Oze5e50mR0 ¢Rd ORer Gmall B®0 gy D cmdeses
R R® B&D & 6dick ®> click @08 setting @0
FTRBOS®D.

exiesey e eide’ Add a forwarding address ®» click ¢85
& 6dm»x) E-mail @38®ns Be® crl3 6e50) d®ess)®™.
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Facebook ®t ¢y 28 dtse?

facebook

gc, OO0 sD®ED DD OB BEGREBS DA 6RI6HS BTeses
Facebook @23 e5H@ 6D )80 6@® 6dRsie 8 0. »BD DY
BRIGHI LMD DO 6239EBRW 6MOROT #HOBS BE®REBA O
55 DO B8 gesmeymd X0 @ D gd »® Facebook &B#n®
6DHD BE®EBS6E &BeNEMEO H OO »eSH»® Hack 8@ &8
®0OD gdSNORO B EnERO Be6d.

6@ epe5te3NDBRO 5HEOD 6RI6MWIDO 65 DFes Facebook
6D ¢)Bn E g8 638 6D »® Facebook B#® mpE OO
POV B C5)0 B B3BBG, ®e® Facebook &#ned®
PODSD 9HE Hod) GBD® GBEH) FHEODG WG D O
CoOGs 6@0 sBBedct HBS 63X 6EH QIGR.
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& @omd &g & Cyber crimes

eMORNOT & HBRBeSDe»
DDBI B6EIBMHEDDEE
(ICTA) &5868c» go®-
6 500 3Des esHE,
03665 BEIQ &5@HBNGD 6DR
at)d 6®® cyber g®m»oOEO
emede dxed &) launch-
ing B%e®x) &g O® 60D
gtd OBINBD 6 O
800 Seno. Fen O gdthred
6T ®OH ERD6S &
@ Dok SOMD BN
DR 6OR 4D 5HEeds ®
hacker @6t®S66 6@mIEOT
RO 55 68.

D00 B escdey D8 Gesed eprm®m DO cyber security 8¢
EzRNOD OB @D g0 DB PEHD DE DGO OB 665 HEDHGEE
380zes63 Ol @B D® hacker ®6tdFe®ms VS 6r 6D D
o) O ®BOG. cdE 6@e developed applications e® 6D
g8 major vulnerability escm) DS 3650 B QDR 60 &
8¢ 68.



179 8.8. eemOx @)

& o @ hacker gend DD E®E 6O ¢dd

6®® 2017 BB epHodB®med B0 smm 6K &8d hacker g®d
DD wesme & B6d

GOsn g®r0&E (Justice Ministry)

et3dm gbd 3w go®er (Employees Provident Fund)
N emR®I®Oc (National Museum)

PHOD B®B®® 6B HD (Immigration Department)
DB BB e6centred®Rn® (Agriculture Department)

3B ecentmeBmd® (Probation Department)

C90 5@ 830800 o (Uva Province Tourism division)
EENG BB B5dENG DE@mOE eHrmHE - Strategic Enter-
prise Management Agency (SEMA)

HB D oD BEAE @xn Os3Mme - Media Centre for
National Security (MCNS)

c0t e, s et (North Central Provincial Council)
NG glondes (Ports Authority)

eperIs® ®sit)an (Board of Investment)

6»O® 6eE O ®»A 6O ¢tddc (Nelum Pokuna Theatre)
&) eg@rosome (Ports Minister)

@oz OzNBE 3065 DR D (Rupavahini Sri Lanka televi-
sion channel)

Bec®m DOED a®msome (Foreign Employment Bureau)

& o ed®® (Sri Lanka Customs)

@ toec®m Hn® em®e® (Telecommunication Regulation
Commission)

oet3ds 6ceNbmed®Bnd (Valuation Department)

B emd®ax e5t:md (Finance Commission)

e6deys stenassn pomme (Medical Research Institute)
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59 Ered®m B8 2016 DV & e51e3Q 83636 DS
e5eResS B 6O B B www.president.gov.k ¢ hacker
DODSEE BV 58060 @D OG.

_ < /
=58 Sl & @om sdos
= owsfum FPGssm Bhsurbiemd geon L)
Maithripala Sirisena President of Sri Lanka

B8P donded Shils 22505 B8 mises  Tell The President @si

Det3® By »Eesed 80x» hacker »ddxeE BV 58
OO & @B 6O gd 129 © s emngds Bi. Computer
Emergency Response Team Co-ordination Centre (CERT|CC)
PBEDNGE 506D D8 & @od 980 & PR SENoOEN
OO 59 639EHRDDD BE 6®mrcB® Hed massive wave of
cyber attacks &8¢ 8¢ e 8. o0 CERT 5th& D 08 &
@o® JE Bedx» major attacks OB 56h» BoeSSDE 6B
DB 980 gamnmmedc & g Oy a8 Rdc, 2007 de3ed B0 sB®END
&30 BB FIDOD DX @RD® VDS e5cDEBE.



%5z HB® HENOHE €369 6MORNOT DIWBLND BNDED OSSO

6@D i) g B e3BRL 5ENd
(Global Cyber-attacks)

BB HEIdGE GE S DHO
sOH®ED NG &t 6O
cdxt3 BV, O BHO® 6 S
OO DS 30 DF@ BOO Be
DOA ERH) 663 SOD®ED ®TD YW
ErROD TS OGBS HTEHHB
Hacker @ 88%c.

BANKS CY-BURNED! ___-E-:::
st

— o T EMBREAD

— ¥ Ean 1 — IEES
D8 grd) 6@y 6ODD FHe® OGN REO grRd B O
&ges 60RO DO NEBEO B O 6mD DB Gl HeR® BBE
g DVNRB OB 8e D 683D gthe DBHOD ®THND H6R.
D8 B®HDGB OB NB DO 3VD®END GBS OB Bemd) H&es-
G FrRED DB 060 (R 60eME B, BEBOG €3t 2516530 GIMOROT
GG HROER FoImODDG gthe BO® e »Ox ERB. e
Roop WeBY6E 60QY XY ) £HmO® BEE GAOBS athE
68 ®OF ®OX m ®H3BD DAI®ODQ PHOBID e &S
sO®ED SENE 58 & On ®TE 68.

@538 6@ 5BV 3910 DR BDHOO 65Qe®R6S i3 DEH
DB DOX QRS 66t &2

DS O O 3E®EBS O 9w DO 6 30 DR DOD e
OO 98 i) Bk B 6w 6WetS &2 HDD 6Xrm) B EBREBS
5BRAY md DQE OB. PS8 B8 RSO DEDENE § B
O3 RE 8 sdD®HD HEDRD @ B O®ES emMORGT 665 (A
comoE BERE 6MOROT 66300 GO 6% TN & SBHOO
6®® £BMBG BEHIE) ®Y ERE.
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AR e3868)0) Drt)esD®®E 5OD®EWDEO BB DrHyess DB eBIMB
BB G DeBesDHHE 6O 9555t DB e3)@®S DEBD BHEDIBDD
6MID O D8 V@IS @IS MBJ D 6D ®©8
0183 e D®HME 6O Doeed 308 SO®ENDEB S5 G OB
2358 9B BOD #®m®O® mobile se®) & ransomware g5ed
8ed gy O88 Android e®em@® sE08G 5t emed DO
558 B6d

o GEEMO BBS ransomware d3x 88 agud gwd BgRe
FODING @R 6EXR) &S

100%
30%
BO%

7%
0%
0%
a0%
0%
0%
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= Misleading Apps = Fake antivirus
File-encrypting ransomware Cryptoransomware

r

i

Q' Ty
o o

s epdes decrypt key me3es® @ee 6 @) ®D G 68

| PadCrypt 20 (ot Responding) ===

Your hiles and documents have been encrypled!

‘What happened o my files?

Your photos, docurnents, and wwdeos on this computer have been encrypted with
AES-256. To getyour files back you will reed to purchase your encryption key
wilhin the sat dats, failing 1o pay will result in the destiuctan of yaur key.

How do | obtan my key?

The key produced for your computar i stored on our sener. To abtaan the unique

ey for your computer, whach sill decryrt and recover your sncrypled Fiss, you will

Price will multiply on need bo pay a fes in Bitton/UKashPSE piror is the key destroy dale. After that
01/01/1970 your key will be destroyed and nobody will ever be able bo recover your files

Timaz Lah

00:00:00:00

- [aBBIC
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Ransomware threats spread 8 o8 880 5®

800 PBK DB D515 HPD €Tz 6ERE 656D FODIED B
3E)8) DOBB. O®EMMEE et 68 BB B MONBD Fo®
B8 DO 685 6560H ML) DDOB. DO Baco®
sD®IDEE B By sHMYE) DDOC cwHd Hw. 6OKHE Bxn
DR OD 6cH @6R. DEXND BB 9BED 3B e 6MMe®
e 5D®IWE FDOODS WOBES) (353 WO OT) HBEB. BO
D) OB G8dr GOEMND DXeR SVD®EWMEB FH G OB Ol Es-
Bedr) &td BO.

HDO0 QYBBO® sd®#we e (lock or restrict) @OB. ez M
DOBO 6®® 6EXDD DB35® 9RBEB. ®OD® BEn O, &
Be3BedE) Difdesd®m® BKS sdmEnmed cosd®s file D850
BYOG. Dex®enx® Hard disk &8 system files 5538 (Cryp-
to viral Extortion) 8%®c. 6®¢ M) HBDOGBO 6®m® DEHO HE®
DeHBEEHEH0 & 6IMWIDGB. WG (N DO 666 AiSeB®edE) -
e300 SVOIFNE DG DD SO &) NDD HOHe®
6™ (encryption key) @@y ex&0® s@8). Done we3es® 6®mE

aRo.

59 Microsoft 6®@e®@E® S DD &563® G IERG DEE 6O
Ransomware Worm Attack - WannaCry g&nds D3 8 agoo.
Dee3® d® Microsoft epcmon B8 6®@® adiho® ees) 2017
Ob®eE @ty 14 d» Ex» Microsoft Security Bulletin MS17-010
»B& security patch d® sd®#D IO BD DO BB O E3®)
B DO 8.

. Windows Vista (8cg editions)

Windows Server 2008 (8@ editions)

Windows 7 (8wg editions)

Windows Server 2008 R2 (8wg editions)

Windows 8’1 (8wg editions)

Windows RT 8’1 (8wg editions)

Windows Server 2012 and Windows Server
2012 R2 (8x@ editions)

. Windows 10 (8xg editions)

. Windows Server 2016 (8cg editions)
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6@D 5M 8¢ O BB »g®d Online Y

e@® g5 BB GE Hacker im0 w0tds 66 6O ds &858 (on-

line) Cyber Attack Maps egts &0 @) 8® s cryed®n 608
gD HO®) @RI BER) QIR

T Norse's map 8 & e®xn ndmens the country of attack
origin, attack type, attack target country and displays a live feed

of attacks @@» ecy) @e® =&¢ location and by protocol g¢xd d®
e BHBE0 ¢ 55008

http://map.norsecorp.com
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8.8. 6508 )

? Check Point ®8 e®® 80w ®@Bs Hacker gemndmees &5
350060 @ O OO P O 6MORNGT & 8O a®mOd E®K BDE
eeSE) attacks @80 ¢ 665 Bl 68. 5 BEGO ¢xnd e

» 8¢ § attacks g5@gnc B@m® 2.6 0 &) B8 #OGEE ®X)
QTeR.

https://threatmap.checkpoint.com/ThreatPortal/livemap.htmi

LEARM AENMIT CHECK POINT
THREAT PREVENTHIN SOLUTHINS

& @od E 2017 48 Bes 22 » e H» attack BERe BeSmnde
e BRI ETD.

[[=] Srilanka

Last Week Last Month

Average Infection Rate

1.29%

» 8 M T W T F

Most Frequent Attacking Country

Infecting Malware Types

Bot communication
Access to malicious resources
SPAM
Malicious file transfer

Others






