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;srï jk nd, jeäysá uy¿ jhia ldKav j,g wh;a mßYS,lhka 
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ù we;’ tfukau j¾;udkfha§ iy wkd.;fha§ ´kEu ld¾hhl 
fh§ug fyda úIhla bf.kSug we;s m%Odk;u udOHh mß.Klh 
jk ksid th Ndú;fha§ b;du;a ;Èkau wjYHh jk wdrlaIdj 
ms<sno oekqu wksjd¾hfhkau orejkg ,nd§u foudmshka jk wm 
ldf.a;a hq;=luls'         
 
 thg m%Ok fya;=j kï wo wmg Èkm;d wikakg olskakg 
,efnk we;eï isoaëka ksid fuys we;s whym;a me;a; ms<sn| 
orejkag iy ;reK ;reKshkag yg ta ms<sn| ksis wjfndaOhla 
fkdue;s njh' úfYaIfhka mdi,a hk jhfia ore oeßhkag iy 
mß.Kl úIh ms<sn| we,aula we;s msßig f;dr;=re ;dlaIKh 
Ndú;fha§ we;sjk wjodku ms<sn|j;a f;dr;=re ;dlaIKh wdr-
laIdldÍ f,i Ndú; lrkafka flfiao hkak;a lsishï .egÆjla 
mekke.=Kq úg .;hq;= l%shdud¾. ms<sn|j;a ud fuu fmdf;ys 
ukdj meyeÈ,s lr § we;s ishÆu fokd fuu fmd; ksis wjfndaO
fhka lshùfuka f;dr;=re ;dlaIKh Ndú;fha§ we;sjk wjOd-
kï ;;a;ajhka fndfyda ÿrg f;areï f.k ;dlaIKh wdrlaId-
ldÍ f,i Ndú;d lsÍug ud¾f.damfoaYl;ajh ,efíjd hehs ud f.a 
m%d¾:kdjhs'
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cd,lrKh hkq, wju jYfhka mß.Kl folla fyda Bg jeä .Kkla, 
fyda fjk;a bf,lafg%daksl WmlrKhla tlsfklg iïnkaO lsÍu u.ska 
ta tlsfkl yryd o;a; yqjudre lr .ekSuh'    
 
WodyrKhla f,i mß.Kl folla w;r we;s ,smsf.dkq Share lr 
.ekSug cd,lrKh u.ska isÿ l< yels w;r ^share fi les&, mßY%S,lhka 
w;r mKsjqv ^users to message each other& yqjudre lr .; yelsh' 
;jo cd,lrKh isÿù ;sfnk m%foaYh ;=, iïNkaO lr mj;sk uqøK 
hka;% share lr .; yelsh ^share a single printer&'
  
cd,lrKfha§ mß.Kl w;r iïnkaO;djh ^Network connection& 
mj;ajd .ekSu ioyd my; mrsos kshudkql+,j cables ^jh¾& Ndú;hg 
.kakd kuq;a fuu cd, w;r iïnkaO;d we;s lr .ekSug f¾äfhda 
ix{d radio signals ^wireless / wi-fi &, ÿrl:k ud¾. telephone lines 
fyda b;d ÿßka mj;sk satellite cd, o fï ioyd Ndú;hg .kq ,nhs'

cd,lrKfha w;HjYHdx.  
^Network Essentials&

 1
 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 

cd,lrKh yÿkajd §u ^Introduction to Networking&

mß.Kl folla w;r ,smsf.dkqjla cd,lrKfha isÿjk wjia:dj



fN!;sl udOHka Tiafia o;a; iïfma%IKh

08

fN!;sl udOHka Tiafia o;a; iïfma%IKfha§ w;S;fha isg fldwelaIsh,a 
/yeka (Coaxial Cable) Ndú;hg .kakd ,o w;r ;dlaIKfha 
ÈhqKqj;a iu. wo f,dalfha iy Y%S ,xldj ;=, nyq,ju Ndú;d jk 
flan,a j¾.hh kï hq., /yeka (Twisted Pair Wire) j¾.hhs' my; 
mrsos hq., /yeka ks¾udKh ù ;sfnkqfha mßjdrl j,ska wdjrKh jQ 
ikakdhl ;ka;= 2 la tlsfkl t;Sfuka ;eKqk hq., ;ka;= lsysmhla 
kej; j;djla fmdÿfõ ;j;a mßjdrl fldgilska wdjrKh ùfuks'

ã'mS' fikr;a hdmd



fuu flan,a j¾. wkqj Data Speed w.hka fjkia jkq we;'

fuu /yeka b;d isyska wdrlaIl ia;rhlska wdjrKh lrk ,| 
(silicon& ù÷re iQ;%sld j,ska iukaú; fõ' .uka lrkafka isyska 
wdf,dal Odrdjls' fuu.ska wdf,dalh b;d È.= ÿrlg, úysÿjk 
fyhska b;d by, o;a; mrdihla b;d È.= ÿrlg  iïfma%IKh 
lsßug yelshdj mj;s' È.= ÿr Cabling ioyd fhdod.ekSug oekg 
f,dalfha we;s fydou /yeka j¾.h fuhhs' fuu |DIaál ;ka;= 
ú|ahq;a pqïNl úlsrK u.ska úlD; fkdùu fuys we;s úfYaI 
,laIKhhs' iïfma%IK fõ.h ;;amrhg ìgq á%,shkhlg jvd by< 
w.hla .kq ,nhs'

09 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 

*hsn¾ Tmaála ^m%ldY ;ka;=& Fiber Optic 

flan,a j¾. fõ.h ;dlaIKsl kduh

Catergory 1 1Mbps Voice Only

Catergory 3 10Mbps 10BaseT Ethernet

Catergory 5 100Mbps 100BaseT Ethernet

Catergory 5E 100Mbps 
(2 pair)

Gigabit Ethernet

Catergory 6 1000Mbps Gigabit Ethernet

Optical Fiber Copper

ÿr m%udKh 40Km 100m

ÿrg wkqj fõ.h 10,000 Mbps 1000 Mbps

Wmßu l,dmh 69Tbps 10Gbps



cd,lrKh wmg wehs wjYHh ^Why Use Networks?&  
 
• mß.Kl Ndú;d lrñka cd,lrKfha fh§ug bv§u u.ska' 
• myiqfjka o;a; iy ,smsf.dkq (fi les and data) share lr  
 .; yelsfõ'
• yjqf,a iïm;a Ndú;h ^share resources& f,i'    
 wka;¾cd,h iy uqøK hka;% tla lsÍfï yelshdj'
• fjk;a cd,hka j, isák mßY%S,lhka iu. ikaksfõokh  
 isÿl, yelsùu ^Bfï,a, laIKsl flá weu;=ï instant   
 messaging, úoHq;audOH idlÉPd ^video conferencing&'
• File server Ndú;d lr.ksñka myiqfjka o;a; .nvd lr   
 .ekSu iy tajd myiqfjka access lr yels ùu' 
• cd,h wëlaIKh yd md,kh lsÍu ^Traffi c monitoring and  
 control& jeks l<ukdlrK fiajd ioyd' 

fuu cd,lrKh lrk ,o mß.Kl wms wka;¾cd,hg iïnkaO 
l<fyd;a wmg my; ish,qu jevigyka cd,.; mß.Kl ;=,ska 
m%fõYh úh yelsh'        
 
• B-jdKscHh jeks wka;¾cd, fiajdjka Ndú;d lr nexl=   
 lghq;= isÿl< yels ùu'
• m¾fhaIK i|yd úYd, mrdihl f;dr;=re fj; msúiSug  
 yels ùu'
• úfkdaodiajdo l%Svd j,s fh§ug yelsùu'
• iudc cd,d fjí wvú f*ianqla, LinkdIn, Twitter jeks   
 jevigyka iu. iïnkaOùug yelsùu'
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cd,hlg iïnkaO jQ mß.Klhla Ndú;d fkdlr isàug n,mdk 
fya;= lsysmhla my; mrsos fmkajd osh yelsfõ'

• mß.Klh yel¾ m%ydrhlg f.dÿre ùu'
• cd,h ì| jegqKfyd;a, fndfyda ld¾hhka isÿlr .ekSu b;d   
  wiSre ùu'
• Tfí mß.Klhg myiqfjka ffjrihla myr Èh yels ùu'

úfYaIfhkau, wms wka;¾cd,hg iïnkaO mß.Klhla Ndú;d 
lrkjd kï my; lreKq ms<snoj wjOdkfhka isákak'

• wmf.a mqoa.,sl f;dr;=re fy<s lsÍu iïnkaOfhka wm mfriaiï 
úh hq;=h'
• Malware uDÿldx. wvx.= úh yels iel iys; fjí wvú 
Ndú;fhka je<lS isákak'
• wka;¾cd,h Tiafia fidhd.;a f;dr;=re iEu úgu ksjerÈ fyda 
úYajikSh fkdjk nj wm oek isákak'

cd,lrKh ksid fiajdodhg ,efnk fiajdjka, 

cd,lrKh intranet fyda Internet fiajdjla f,i mßYS,lhskag 
m%fõYh ùug bv i,id we;' cd,lrK fiajdodhlhka úiska imhk 
fiajdjka lsysmhla my; olajd ;sfí'

,sms f.dkq yqjudre lsÍfï fiajh ^File Transfer&
World Wide Web fiajh (WWW)
úoahq;a ;emE,a fiajh (E-mail)

cd,lrKh Ndú;hg fkd.ek isàug fya;=

11 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 



mß.Kl cd,hlrKh (Computer Networking)

by; mß.Kl mß.Kl cd,hlrKhg wkqj cd, wdlD;s ̂ Network Arch-
itechtures& j¾. follska iukaú; fõ' th my; whqßka Tng meyeÈ,s 
lr Èh yelsfõ'

1. Peer to Peer wdlD;sh ^Workgroup&

12 ã'mS' fikr;a hdmd

fuysoS mß.Klhl folla 
cd,.; lrk whqre rEm 
igykska fmkajd oS we;' 

crossover patch cable  
Ndú;hg .ksñka mß.Klhl 
folla tajdfha network adapt-
ers fol crossover j¾.fha 
flan,hla u.ska tlsfkl 
cd,.; l< yelsfõ'



mß.Klhl folla fyda Bg jeä m%udKhla cd,.;lrK isÿ jk 
whqre wms oeka i,ld n,uq'

13 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 

2. Client/ Server wdlD;sh (Domain)

cd,hla ks¾udKh lsÍu i|yd mß.Klh Client ^workstation& iy 
Server f,i j¾. folllska l%shd lrkq ,nhs' 

Client ke;fyd;a workstations mß.Kla tÈfkod wmf.a ld¾hhka 
bgq lsÍu i|yd Ndú;hg .kq ,nk idudkHh mß.Klhhs’ kuq;a, 
Server hkq cd,fha Client mß.Kl i|yd “fiajd” imhk úfYaI 
n,j;a mß.Kla fõ'

m%Odk fiajdj j¾. lsysmhla, 

• uOH.; ia:dkhl isg fmdÿ ,smsf.dkq .nvd lsÍu'
• uqøK hka;% jeks oDvdx. Share lr .ekSu'
• cd,hg msúiSug fyda msúish fkdyels ùug yels f,i th md,kh  
  lsÍu'
• wka;¾cd, iïnkaO;djh Share lsÍu'
  

fuys§ network hub fyda 
switch Ndú;hg .ksñka 
mß.Kl folla fyda Bg 
jeä m%udKhla cd,hg  
iïnkaO lsÍu isÿl, 
yelsh'
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Client/ Server wdlD;sh ms<sno my; rEmigyka yryd ;jÿrg;a 
i<ld n,uq'

ã'mS' fikr;a hdmd

Client/ Server cd,hg wod, fuu rEmigyka i,ld ne,Sfï § Client A, 
B iy C hk mß.Kl Server iu. iïnkaO jk whqre iy Server A 
iy B hk mß.Kl Client A, B iu.;a uqøK hka;%h iu.;a iïnkaO 
jk whre by; fmkajd oS ;sfí'
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/yeka.; ^wired& cd, Ndú;fha we;s jdis

ia:dms; msßjeh i,ld ne,Sfï§ Ethernet flan,aia, hubs iy switch-
es ñ<§ .ekSug Tng úYd, úhoula fkdúh yels kuq;a flan,a cd, 
.; lsÍfï§ hï wêl uqo,la jeh lsÍug isÿjkq we;' 

/yeka.; ;dlaIKh w;sYhska úYajdiodhS jk w;r Ethernet flan,a 
yd hubs jeks Wmdx. iEu úgu jeä ÈhqKq ù fj<|fmd<g   
meñfkk w;r cd,h ;=, fndfyda ÿrg fkdie,ls,su;a iïnkaO;djhla 
isÿjkafka kï th loose cable fyda improper connection u; isÿjkq 
we;' 

ld¾h idOkh w;ska Tng jvd;a fõ.j;a ,smsf.dkq yqjudrej iy 
wêfõ.S wka;¾cd, m%fõYh ^internet broadband& ioyd /yeka.; 
;dlaIKh Wmfhda.S lr .kq ,efí' fuu /yeka cd, /yeka rys; 
cd,hkag idfmalaIj ikaksfõokh w;ska iqrlaIs;h' 

rys; ^wireless& cd, Ndú;fha we;s jdis

fuu cd, Ndú;fha § Tng fï ioyd wjYHh jkafka mß.Kl Wire-
less Adapter Wmdx. hhs' /yeka rys; cd,h wdjrKh lsÍfï§ Tfí 
,emafgdma mß.Klh ´kEu ia:dkhlg /f.k hd yels w;r tu.ska 
jvd fyd| ixp,kh myiq lrhs' /yeka rys; router j, ñ, wvqùu 
ksid /yeka rys; cd,h Ndú; lrk ksjdi ixLHdj j¾;udkfha 
jeäfjñka ;sfí'

 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 

Wired Wireless

ia:dmkh ^Installation& uOHhia: 
wmyiq;djhla

myiq jk kuq;a ueÈy;aùï 
w;r isÿ fõ

msßjeh ^Cost& wvq w.hls jeä mqr wjYH fõ

úYajikSh;ajh (Reliability) wêlh idOdrK by, w.hls

ld¾h idOkh ^Perfomance& fndfydu fyd|hs idOdrK w.hls

wdrlaIdj ^Securtiy& idOdrK w.hls idOdrK w.hls

cx.u;dj (Mobility) iSud iys;h i;=gqodhlhs
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802.11 /yeka rys; ;dlaIKfha m%ñ;Ska ^Wireless standards&
ã'mS' fikr;a hdmd

IEEE 802.11 hkq 900 MHz iy 2, 4, 3, 6,  5,  iy 60 GHz ixLHd; l,dm 
j, mj;sk /yeka rys; ^WLAN& m%dfoaYSh cd,hka yÿkajd fokq ,nk 
m%ñ;Skah' fuys § mß.Kl ikaksfõokh ia:dmkh lsÍu i|yd media 
access control (MAC) iy fN!;sl ia:rh ^PHY& Ndú;d mrkq ,nhs' tu 
ks¾udKh ld¾hh isÿ lsÍu úoahq;a yd bf,lafg%dksl bxðfkare wdh;kh 
^IEEE& iy LAN/ MAN iïu; lñgqj ^IEEE 802& úiska mj;ajd f.k 
hkq ,efí' tfiau my; mßÈ 802.11 /yeka rys; ;dlaIKfha ^wireless 
technology& l%shdldß;ajh oeä f,i r|d mj;skafka mß.Klh yd access 
point fyda wireless router w;r ÿr m%udKh u;h' 

IEEE 
m%ñ;Ska

j¾Ih ixLHd;h Wmrsu 
fõ.h

.Dyia: 
mrdih 

t<suyka 
mrdih

802.11a 1999 5 GHz 54 Mbps 30 m 120 m

802.11b 1999 2.4 GHz 11 Mbps 30 m 135 m

802.11g 2003 2.4 GHz 54 Mbps 40 m 135 m

802.11n 2009 2.4/5 GHz 600 Mbps 70 m 250 m

802.11ac 2014 5 GHz 1 Gbps 30 m 300 m

wdrlaIdj wjodkug ,laùu  /yeka rys; ix{d jd;fha .uka lrk w;r 
Wired Equivalent Privacy (WEP) Ndú;d lrñka cd,h u.ska ixfla;d;aul 
wdldrfhka o;a; heùfuka f;drj yel¾ u.ska wjysr l< yelsfõ'

wdrlaIdj i|yd ksis wjOdkhla fhduq l< yelskï /yeka rys; cd,hka 
fndfyda ksfjia iy ld¾hd, j,g .e,fmk myiqu cd, l%uhls'
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Firewall

Firewall hkq bf,lafg%daksl Wmdx.hls' th Tnf.a mß.Klh yd 
fiiq cd,h w;r ikaksfõokfha wdrlaIdldÍ;ajh mj;ajd f.k hdug 
Ndú;d lrk uDÿldx.hls'
Tnf.a LAN cd,h hacker m%ydrhka f.ka wdrlaId lr .ekSug Tn 
leu;s kï, LAN iy wka;¾cd, iïnkaO;dj w;rg  Firewall Wmdx.h 
Tn úiska ia:dmkh lsÍu isÿl, hq;=fõ'

ã'mS' fikr;a hdmd
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Firewall u.ska Tfí mß.Klh fyda LAN fj; meñKSug fjr ork 
wkjir iïnkaO;d wjysr lrk ^blocks unauthorised connection& 
w;r idudkHh o;a; WodyrK f,i B-fï,a fyda fjí msgq we;=,a 
ùug my; mrsos bv ,nd fokq ,efí' 

 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 
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l=vd m%udKhl cd,hla idod.ksuq 
(Setting Up a Small Network)

Tng l=vd f,i cd,hla idod .ekSug wjYHh kï th isÿlr .ekSug my; 
oDvldx. Ndú;d l< hq;=fõ'

• tllg fyda Bg jeä switches fyda hubs tlg iïnkaO lsÍu'  
• switches fj; Wmdx.h iïnkaO lsÍu i|yd cd, flan,a'
• fjku /yeka rys; msúiqula, ^wireless access point& wireless  
  Wmdx. iïnkaO lsÍug' ^Wod’ ,emafgdma fyda iaud¾Ü cx.u ÿrl:k& 
• router Wmdx.hlA LAN isg Internet ^WAN& iïnkaO lsÍu'
• Tfí cd,h yel¾ isg wdrlaId lsÍu i|yd fi rewall Wmdx.hl'A
• Bridge Wmdx.h Tng ;j;a kj cd,h fj; iïnkaO ùug wjYHh 
  kï'
• Server tlla fyda lSmhl cd, f.dkq .nvd lsÍug' 
• uqøK hka;% jeks shared resource jeks cd, l%shdldrlï iïnkaO lsÍu' 

ã'mS' fikr;a hdmd



 o;a; wdrlaIdj ^Data Security&
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Tfí mß.Klh, cd,hg iïnkaO l< jydu Tnf.a ,smsf.dkq iy 
f;dr;=re wd§ o;a;hkaf.a iqrlaIs;Ndjh .ek is;kak mgka .; 
hq;=h'

cd,hla u.ska mqoa.,hl=g Tnf.a mß.Klhg physicaly m%fõY ùug 
bv i,ikq ,nk ksid ^Tjqka Tn bÈßfhys fkdisg& fuu.ska tu 
mqoa.,hd yg Tnf.a mß.Klfha ish¿u ia:dkj,g m%fõY úh yelsh'
mß.Kl moaO;shlg wkjirfhka m%fõYh ,nd .kakd mqoa.,hl= 
fndfyda úg hacker f,i ye¢kafõ'

 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 
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fN!;sl wdrlaIdj

m<uq lreK f,i ;yjqre lr .ekSug wjYHh jkqfha Tnf.a cd,fha 
we;s mß.Kl ;=,g wkjir mqoa.,hskag we;=,aùug ^physically ac-
cess& bv ,nd fkdÈh hq;=h' úfYaIfhkau th bÈßfhys jdäù tajd 
mßyrK lsÍug bv fkdÈh hq;=h' WodyrKhla jYfhka,  ld¾hd, j, 
Server room j, fodrj,a w.=Æ oeófuka mßYS,l kdu ^Username& 
iy fyd| uqrmo ^Password& fh§u isÿ l, hq;=hs'

Tnf.a mß.Klfha o;a; wdrlaId lsÍu i|yd jvd;a fmdÿ l%uhla jkq 
fha mßYS,l .sKqï iy uqrmo Ndú;d lsÍuh' fuys§ mßYS,l kduhla 
ke;s wfhl= fyda ksjerÈ uqrmoh fkdokakd wfhl=g cd,h ;=,g m%fõY 
ùu wysñ jkq we;'

fuh id¾:l ùu i|yd myiqfjka guess lr cd,h ;=,g m%fõY ùug 
fhdod .kakd uqrmohla fkdúh hq;=h' uqrmoh wyUq f,i f;dard .kq 
,nk lowercase letters, uppercase letters and numbers  j,ska iuka 
úh hq;=fõ' ixfla; ^symbols& fhdod .; yels kï Tnf.a tu uqrmoh 
;j;a Yla;su;a jkq we;'      
  
 ÿ¾j, uqrmo - password, 123456, david, 27dec2002
  Yla;su;a uqrmo - s63gRdd1, G66ew$dQ, gdr298783X

iuyr mß.Kl moaO;s u.ska mßYS,l kdu iy uqrmoh fjkqjg 
Tjqkaf.a ye÷kqïm; scanne lsÍu, we.s,s i,l=Kq mdGlhka ,nd 
.ekSu, voice fyda print recognition wdÈh wdfoaY lr .kq ,nhs'

ã'mS' fikr;a hdmd

wkjir m%fõYh je<elaùu ^Preventing Unauthorised Access&

Tnf.a mß.Klh yel¾ fj; m%fõY ùu je<elaùu i|yd .; yels 
wdrlaIs; l%u .Kkdjla we;s w;r bka lsysmhla my; fmkajd § we;'
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wmg fndfyda úg mqoa.,sl fyda ryis.; f;dr;=re ;sfí' wkjir 
mqoa.,hska úiska fuu o;a; ne,Sfuka wdrlaId lr .; hq;=h' 
wka;¾cd,h jeks fmdÿ cd,hla yryd o;a; heúh hq;= kï fuu o;a; 
úfYaIfhka wdrlaIdldÍj heúh hq;=fõ'

fï i|yd fyd|u wdrlaIl l%uh kï tajd .=ma;fla;kh ke;s kï  
encrypt lsÍuhs' o;a; .=ma;fla;kh ^Data Encryption& isÿ lrk 
whqre my; mrsos i<ld n,uq' 

.=ma;fla;k Key, ysñlrejka yer wka lsisfjl=g w¾:j;a fkdjk 
wdldrfha f;dr;=re mßj¾;kh lsÍfï l%shdj,shhs'  

 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 

Encrypt l%uh yryd o;a; wdrlaId lsÍu

ksud,s úiska fuu h;=frys msgm;la iuka fj; ,nd Èh hq;=h' tfiau 
ksud,s fjk lsisjl=g h;=r ,nd fkdfok njg j. n,d .; hq;=fõ'  
^ta ksid iuyrúg ksud,s iuka fj;g f.dia USB Flash la Ndú;fhka 
tu h;=r ,nd fokq we;& oeka iukag h;=f¾ msgm;la ^copy of this 
key& ksud,s ,nd § fuka miq wehg wdrlaIdldÍj mKsjqvh heúh yels-
fõ' tkï wehg úfYaI encryption software iy secret key Ndú;d 
lr mKsjqvh encrypting l< miq iuka fj; heúh yelsfõ'

ksoiqkla f,i,  ksud,sg iuka fj; 
jeo.;a mKsjqv heùug wjYHh kï,  
Tyq my; i|yka mshjrhka wkq.ukh 
l< hq;=fõ'
m<uqj ksud,sg ryia h;=rla (key) 
ckkh lsÍug wjYHh fõ' tu h;=r 
idudkHhfhka b;d È.= random jQ  
wxlhls' 
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random letters iy numbers j,ska encrypted mKsjqvh ^message& 
iukaú; fõ' bkamiq ksud,s úiska encrypted mKsúvh ^message& 
iuka fj; my; mrsos hjkq ,efí'

ã'mS' fikr;a hdmd

fuu mKsúvh iuka fj; heùug wka;¾cd,h jeks fmdÿ ^public& 
cd,hla Ndú;d lrkq ,enqjo tu mKsúv Hacker u.ska fidrlï 
l<o tajd ixfla;d;aul ^encrypted& mKsúvhla neúka thg wod, 
key fkdue;sj lshùu fyda f;areï .ekSug fkdyels nj fuys 
úfYaIhhs'

iukag mKsúvh ,enqKq úg Tyq mKsúvh lshùug yels f,i ^en-
crypt& lsÍug úfYaI ryia fla;k uDÿldx.hla ^special decryption 
software& iy ryia h;=rla ^secret key& Ndú;d lrkq ,nhs'
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OSI model wod, my; fmkajd § we;s mßÈ tys f,ah¾ y; ms<snoj 
wms ;j ÿrg;a wOHhkh lruq'

o;a; Segments, Packets, Frames iy Bits f;dr;=re OSI Layers 
u; mj;sk whqre my; rEmigykska fmkakqï lrhs' 
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OSI model tlla .;a úg data packet tlla fudk uÜgfï we;s 
layer tll isg heõj;a th .uka lrkafka hg we;s stages j,gh' 
wjidkfha§ physical layer tl yryd communication media tlg 
tkï o;a; f.k hk udOHg ,.d fjkq ,nhs' fufia Communication 
media tl yryd .uka l, hq;= ÿr .uka lr wjika jQ l,ays kej;;a 
fmr mßÈu physical layer tfla isg Wvg we;s stage j,g ,.d ù 
wjik§ data packet tjk ,o layer tlg iudk layer tlg f.dia 
o;a;h wfkla mß.Klfhka fmkajkq ,nkjd' 

fuh b;d laIKslj isÿjk l%shdj,shla jk w;r ;ks layer folla 
w;r o;a; yqjudrejkjd jeks woyila ,nd fohs’ kuq;a fuu process 
jk l%shdj,sh layer .Kkdjlska hqla;j ixlS¾K l%shdj,shla isÿjkq 
,nhs'

OSI Layers u; mj;sk o;a; Segments (L4), Packets (L3),  
Frames (L2) iy Bits (L1) wNHka;rfha l%shdldÍ;ajh my; whqßka 
fmkaúh yelsh'

ã'mS' fikr;a hdmd
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mß.Kl folla w;r OSI Layer fha l%shdj,sh my; mßÈ fmkajd Èh 
yels fõ'
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Port Addresses yÿkd .ksuq

fuu Address j¾.h 16 bits úYd,;ajhla ^tkï  2 bytes& .kq ,nk 
w;r th mQ¾K ixÄhd mrdih 0 isg 65535 olajd úyso mj;s'  

mß.Klhg wod, f;dr;=re tla device isg ;j;a device .uka 
lsÍfï l%shdj,sh y÷kd .ekSug ^identify the process& fuu fuu 
Address Ndú;d lrhs' OSI wdlD;sfha Transport Layer ia;rh 
fuys§ Ndú;d fõ'

;j ÿrg;a Port Address ms<snoj ú.%ylr ne,Sfï§  Port No 1 
isg 1023 olajd we;s ish,a, wm ks;r mß.Kl lafIa;%fha Ndú;d 
lrk w;r (Well know port Nos) Port No. 1025 - 65535 olajd we;s 
ish,aÆu ports Private Port ke;s kï Dynamic kñka yÿkajhs'

ã'mS' fikr;a hdmd
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Port Address my; mßÈ IP Address iu. tl;= lsÍu Socket f,i 
ke;akï Combination of IP Address + Port No f,i WodyrKhla 
jYfhka my; mßos 10.0.0.1: 5000 fmkajd osh yelsh'
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Logical Addresses

;d¾lsl ,smsk jeä jYfhka IP ,smskhla ^addresses& f,i 
ye¢kafõ' OSI fudähq,fha Network Layer ;=< Logical Addresses 
f,i fuu Address j¾.h Ndú;d fõ'

´kEu mß.Klhla fyda wka;¾cd,hg iïnkaO jQ router Wmdx.hg 
jqjo thgu fjkajQ IP ,smskhla ;sìh hq;=h'
IP ,smskh hkq ´kEu host wka;¾cd,h yd iïnkaO ùfï§ fjk 
fjku yÿkd .ekSug Ndú;d lrhs'

IPv4 (IP version 4) yÿkd.ksuq

IP addresses m%Odk ixialrKhka follska mj;’'
• IP version 4 (IPv4) address 32 bits m%udKhla os.= fõ tkï 
 4 bytes fõ'
• IP version 6 (IPv4) address 128 bits m%udKhla os.= fõ tkï 
 16 bytes fõ'

ã'mS' fikr;a hdmd

IPv4 Address j¾.h wka;¾cd,h ;=, we;s IP Address w;=ßka 
jvd;a mq¿,a f,i Ndú;d fõ' tfiau IPv6 Ndú;h wka;¾cd,h ;=, 
fiñka j¾Okh fõ'
j¾;udkfha wm IPv4 isg IPv6 olajd ixl%uk wjêfhys isák neúka 
IPv4 ms<sn| mq¿,a wjfndaOhla iy IPv6 y÷kajd§ug fya;= jQ iSud-
jka oek .ekSu jeo.;a fõ'
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1' Ping Command Ndú;d lruq     
 
   fuu ping command u.ska IP-level uÜgfuka cd,h w;r we;s  
   connectivity ;;a;ajh verify lr .ekSu isÿfõ' úfYaIfhka Tn  
   jev lrñka isák cd,hg iú jk cable fyda LAN socket tlg  
   iïnkaOjk ia:dkfha ksis f,i mß.Klhg fyda fjk hï cd,  
   Wmdx.hlg iïnkaO fkdù we;s oehs my; whqßka fidh ne,sh  
   yels fõ' 

   fuys§ isÿjkqfha ICMP echo request tlla target host name  
   fyda IP address hjkq ,eîuh'
 
   óg wu;rj my; úOdkh Ndú;d lr txt fi le tllg tu f;dr;=re  
   ish,a, ,nd .; yelsfõ copy command to txt fi le'

   ping 192.168.100.1 -t >> c:\ping.txt

ã'mS' fikr;a hdmd

cd,lrKfha Ndú;djg .kq ,nk 
Network DOS Commands
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2'

mß.Klfha Memory Size fidhd .ekSug wjYH kï my; mßÈ wmic 
úOdkh ,nd Èh hq;=fõ' fuu command tl Windows l<ukdlrK 
WmlrK ms<sno úOdk f¾Ldj f,i yÿkajhs' WMIC - Windows Man-
agement Instrumentation Command-line'

3' mß.Klfha Windows Edition iy Build Number Tng fidhd 
.ekSug wjYh kï my; whqßka "winver" úOdkh" mß.Klfha Run 
box ;=,g ^Key + R& fyda DOS Command f,i type l, hq;=fõ'
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4' mß.Klh l%shdlrk cd,h ;=, we;s ;j;a mß.Klhl kduh  
   fidhd .ekSug wjYh jQ úgl§ my; whqßka Tn tys IP Address  
   okafka kï nbtstat -a <IP address> tl type lrkak' túg tu  
   mß.Klfha ku fidhd .; yelsfõ ^Finding computer name 
     using IP&' fuys§ NetBIOS ms<sn| f;dr;=re TCP ̂ NBT& iïnkaO;d 
   yryd m%o¾Ykh lrhs'

nbtstat -a 192'168'8'101

5' mß.Klhg iúlr we;s ishÆu adapters j, iïmQ¾K idrxYhla 
fuu úOdkh Ndú;d lr ,nd .; yelsfõ'
tkï ipconfi g/ all úOdkh fh§u u.ska TCP/IP network confi gura-
tion values, DHCP iy DNS j, settings o óg;a wu;rj IP ad-
dress, subnet mask iy default gateway j, w.hkao ,nd .; 
yelsfõ'  

ã'mS' fikr;a hdmd



mß.Kl cd,lrKh yd iy iïnkaO moaO;s idudkH yeisÍu fu-
fyhjkq ,nkafka lsishï ;dlaIKsl Wmdh ud¾.hlsks' yel¾ jrhd 
ksrka;rfhkau ´kEu mqoa.,fhl= fõ' fuu moh ft;sydislj jY-
fhkau mß.Kl moaO;s yd iïnkaO fkdjQ w;r ks¾udKd;aul, 
olaI ;dlaIKsl jev igyka f,djg ìysúu;a iu. fuu “yelska” 
t<soelajquls' tkï óg jir 50 lg wÈl ld,hl§ fuu l%shdj,sh 
wdrïN jk ,§’ flfia fj;;a, wo nd, iy ;/K fukau uyÆ 
mqoa.,hska wkjirfhka jvd;a iq,nj wka;¾cd,fha wksIag jevi-
gyka mj;ajdf.k hk w;r ;u ;ukag fjkajq yelska l%ufõofhka 
yd fjka fjkajq cd, iu. iïnkaOj yel¾jreka f,djg m%úIag ù 
we;'

 yel¾ (hacker) hkq l=ulao @

Hacking f,i y÷kajkafka wkjirfh-
ka msúiSula yd wkai;= fohla fydrlï 
lsÍuls' ;j;a wldrhlg mjikjd kï 
fjk;a mß.Klhlg fyda moaO;shlg 
fyda cd,hlg wkjirfhka we;=,;a 
ùu yelska ^Hacking& f,i yÿkajhs'

 2
 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 

f,dalh ;=, Hacking jHdma; ù we;s whqre my; m%ia;drfhka ksrEm-
Kh lrkq ,efí'



White Hat Hacker fyj;a iqÿ f;dmams 
yel¾jre (Good Guys)
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fuu yel¾jreka m%Odk fldgia 3 lg fjka lrkak mq¿jka fõ'
1. White Hat Hacker $ iqÿ f;dmams yel¾jre
2. Black Hat Hacker $ lÆ f;dmams yel¾jre 
3. Grey Hat Hacker $ w¿ f;dmams yel¾jre

mß.Kl iy cd, wdrlaIl m%uqLhka f,i yeÈkafjkq ,nhs' fud-
jqka ish oekqu ish wdh;kfha mß.Klj, yd cd,j, wdrlaIdj 
Wfoid jev lghq;= isÿ lrhs' fudjqka moaO;shlg wkjirfhka 
we;=¿ jQj;a ta wjYH u fya;=jla ksid muKla jk w;r ieu 
úgu ydkslr yel¾jreka f.ka mß.Kl moaO;s fírd .ekSu uqLH 
mrud¾:h fldg jev lrhs' fujqka Computer Security experts 
f,i y÷kajkq ,efí'

fudjqka ie.ù Ôj;a jkq ,nk w;r mß.Kl j,g iy cd, j,g 
kS;s úfrdaê yd wkjir we;=¿ ùï iy tajdg ydkslr lghq;= i|yd 
Ndú;hg .kq ,nhs' mß.Kl cd, wjq,a lrkak, uqo,a Wmhkak iy 
wkjir o;a; ,nd .kak jf.a fï foaj,a j,g ;uhs fuu Black 
Hat Hacker W;aidy orkq ,nkq fha' nexl= j, .sKqï f;dr;=re 
“credit card” f;dr;=re fidrlï lsÍu iy fjí wvú j, m%;srEmh 
úkdY lsÍu fuh yd iïnkaO WodyrK lsysmhls'

Black Hat Hacker fyj;a lÆ f;dmams 
yel¾jre (Bad Guys)

m%Odk yel¾jreka yÿkd .ksuq 
^Main Types of Hackers)
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m%ydrlhl= úiska fndfyda uqrmo ^passwords& fyda uqrjpk 
^passphrases& Wml,amkh lrñka tajd ksjerÈj Ndú;d lsÍu 
brute-force attack f,i yÿkajd fokq ,efí' m%ydrlhd úiska 
ksjerÈ tl fidhd.kakd ;=re ishÆu uqrmo iy uqrjpk hï 
l%ufõohlg mÍlaId lr n,kq ,efí'

fuu j¾.fha m%ydrhka isÿlrkq ,nkafka cd,h ;=,g bÈß miska 
^Front door& yryd meñKSfukah' fuh trial-and-error f,ig sys-
tem’s password Wml,amkh ^guess& lsÍu isÿ lrkq ,efí' cd, 
m%ydrhkaf.ka y;frka tlla Brute-force attack fõ' iajhxl%Sh 
uDÿldx. fndfyda úg ish oyia .Kkl uqrmo tl;=j wkqudk 
lsÍug Wmfhda.S lr .kS'

fuu m%ydrh j,ska je,lS isàug kï Tnf.a .sKqug login ùug 
Ndú;d lrk login attempts m%udKh iSud lsÍuh ke;skï .sKqu 
lock ùug bv yeÍuhs' .sKqug login ùug W;aidyhka lSmhlau 
wid¾:l jQ miq thg Ndú;d lrk ,o IP Addresses Ndú;h 
Block lsÍu o isÿ l, yelsfõ'

 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 

Ethical Hacker flfkl= ùug wjYHh kï my; olaI;djhka Tng 
;sìh hq;=fõ'

- ks¾udKYS,S;ajh ^Creativity&'
- bf.k .ekSug ;sfnk wjYHh;djh ^Will to learn&'
- ukd f,i oekqfuka n,iïmkak ùu ^Knowledge is power&'
- bjis,sjka;lu ^Patience&'
- úYsIaG yel¾jrfhla f,i ^elite hacker& i,iqï ^Programming&  
  lsÍug yelsùu '

Brute-force Attack
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fuu j¾.fha attacks buffer overfl ows in system code fkdfyd;a 
injection attacks f,iska óg fndfyda ld,hlg fmr isg fjí 
f,dalfha Ndú;hg .kq ,efí' óg wu;rj fjk;a j¾. j, code 
injection attacks olakg ,efí. SQL injection j¾.h o fuhska tla 
j¾.hls'

fuys§ wm oek .; h;= jkafka basic commands need to run an 
SQL injection iy how it can be used to bypass basic web   
application authentication.

fuu injection attacks úúO j¾.fha l%shd jka ioyd Ndú;d fõ' 
Bypassing authentication, manipulating data, viewing sensitive 
data and even executing commands on the remote host.

SQL Injection Attack



yela ùula isÿ jQ miq l< hq;= foa @

 • Tnf.a mß.Kl cd,h ;=, Hacked ùula isÿ ù 
   we;akï my; fmkajd § we;s mßÈ thska bÈßhg 
   isÿ úh yels úkdYh j<lajd .ekSug W;aidy lrkak'

 • moaO;shg iïnkaO jk ishÆ u Wmdx. jid oukak'   
   ^Shutdown the system&

 • Tnf.a moaO;sh cd,h yd ;sfnk iïnkaOfhka fjka 
   lrkak' ^Separate the system from network&

 • ishÆ jevigyka kej; h:d ;;a;ajhg m;a lsÍu fyda 
   backup Ndú;d lr moaO;sh kej; m%;sixia:dk   
   ^Restore& lr.kak'

 • isÿ jQ ish,a, ms<snoj Y%S ,xld mß.Kl yÈis m%;spdr 
   ixiofha fyda Y%S ,xld fmd,sish wu;d Tjqkaj ta ms<sn|j 
   oekqj;a lrkak'

Hacker flfkl= ùug ñksiqka fhduq ùug fya;="

úfkdaohg ^Just for fun&'
fca;a;=lrejla f,i yeisÍu ioyd ^Show Off&'
fjk;a moaO;s ryis.;j yela lsÍu ioyd'
fndfyda whg wjYHhjk Tjqkaf.a woyia m%ldY lr .ekSug'
jeo.;a f;dr;=re fidrlï lr .ekSug'
hqoaOhla jeks wjia:dj,§ i;=rdf.a mß.Kl cd, úkdY lr oeóug

la/l¾jre ^Cracker& y÷kd .ksuq

cd,h u; l%shd lrk ;j flfkl=f.a mß.Kl moaO;shla ì| ouk 
mqoa.,fhl= cracker f,i y÷kajd fokq ,nhs' mß.Kl jevigyka 
j,g wod< passwords fyda licenses u. yer hdu ^bypass& fyda 
fjk;a wdldrhlska ys;d ;du mß.Kl wdrlaIK lv lsÍï jeks oE 
fuh u.ska m%ldY jkq ,nhs' One who break into systems illegally 
are crackers'

90 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 



fuh mß.Kl cd, wdrlaIKh we.hSug ,la lrk l%ufõohls' fuu 
mÍlaIdj i;Hh f,iu mß.Kl moaO;shlg fyda cd, moaO;shlg 
ndysr j iy wNHka;r j isÿjk m%ydrhka simulate lr tu ;¾ck 
ms<sno fidhd ne,Sfï l%ufõohhs' 
     
iÔú úYaf,aIK l%shdj,shla iïnkaO lr .ekSfï § ´kEu úNjh-
la wk;=rg Ndckh úh yels w;r tys m%;sM,h f,i ÿ¾j, fyda 
wúêu;a moaO;s msysgd we;s wdldr ksid o tajd ms<sno oekqj;aj iy 
fkd oekqj;a j lu hk folu ksid fyda oDvldx.$ uDÿldx. j, 
we;s wvqmdvq ksid fyda tu l%shdj,ska ;=, ;dlaIKsl jYfhka wjod-
kï l%shdldÍ;ajhla we;súh yels wdldrfha ÿ¾j,;djhka j,ska hq;= 
fufyhqï moaO;sh jeks oE ioyd fujeks attacks j,g f.dÿre úh 
yels fõ' 

my; úYaf,aIKh u.ska hï úNjhla we;s attacker flfkl= yg 
bÈßfha § Tyqf.a tu m%ydrh Èh;a lr.ekSu ioyd Woõ ,nd fokq 
,efí' tys§ cd,fha iy WmlrK j, wdrlaIdldÍ;ajh, wk;=rlg 
Ndckh úh yels l%ufõohka ^vulnerabilities& iy iÔù Wmfhdackh 
^exploitation& hk l%shdj,ska ms<snoj meyeÈ,s lr fokq ,nhs'

fuu úksúÿï mÍlaIdj 
(Penetration Testing)

 3
 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 



fuys § fuu mÍlaIdj l%ufõohka follska isÿ lrkq ,nh’'

1& Internal mÍlaIdj 
fN!;sluh iy ;d¾lsl wxY fol Tiafia we;s fjkia cd, j, 
m%fõY ia:dk j,ska fuu mÍlaIKh isÿ lrkq ,nhs' fuh jvd;a 
iúia;rd;aul f,i wdrlaIdldÍ;ajh ms<sn| f;dr;=re ,nd fokq 
,nk mÍlaIdjls’

2& External mÍlaIdj 
fuu mÍlaIKfha uQ,sl wruqK jkqfha há;, jHqyh ^infrastruc-
ture&, mß.Kl Servers iy uDÿldx. flfrys wjOdkh fhduq lsÍï 
h' 
óg wu;rj wka;¾cd,h Wmfhda.S lr .ksñka fuys f;dr;=re 
ms<sn| úia;rd;aul ú.%yhla ,nd fokq ,efí' cd, .Kkh lsÍï 
iy tys úYaf,aIK o fuhg we;=,;afõ' Filtering devices jk fi re-
walls iy routers jeks Wmdx. j, vulnerabilities fidhd .ekSu 
ioyd b;d ishqï f,i mÍlaIK isÿ lrkq ,nk w;r tys m%;sM, 
f,i Tn wdh;kh ;=,g ks;Hdkql+, fkdjk whqßka m%fõY ùfuka 
isÿlrkq ,nk úúO n,mEï ksid wdh;kh úúO m%;súmdl j,g ,la 
úh yels fõ' 

Penetration mÍlaIK yryd wdrlaIldÍ;ajhg we;s jk .eg ¿ 
fidhd n,d tajd mß.Kl moaO;sfha ysñlre fj; oekqï §u fuys§ 
isÿ lrkq ,nhs' wdh;kfha ÈhqKqjg iy tys M,odhs;djg n,mdk 
whqßka tu ia:dkhg jeo.;a jk penetration test mÍlaIdj isÿlrk 
w;r fuu f;dr;=re tlg tla lr th ksjerÈ ;lafiarejla f,i 
bÈßm;a lrñka Tfí wdh;kh Hack ùfuka we;s úh yels Nhdkl 
Wm øj j,ska isÿùug hd yels úkdYhka wju lr .; yelsh'
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Penetration mÍlaIdfõ l%ufõohka
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by; mßÈ úksúo hdfï ^Penetration& l%ufõohka folla we;s 
kuq;a tajd ;=, isÿ jk fjkialï ie,ls,a,g .ksñka ;=ka j¾.hl  
mÍlaIK l%u my; whqßka fmkajd Èh yelsfõ' 

Penetration mÍlaIK l%u ^Test Type&

1& Black box l%uh 
fuu mÍlaIdj u.ska mÍlaIl f;dr;=re ,nd.; fkdyels w;r ta 
ksid fuu mÍlaIdj jvd fyd| l%ufõohla f,i yeÈkaúh yelsh' 
tfiau crackers and script kiddies wh ms<sno f;dr;=re Rcq ju 
,nd .ekSfï yelshdj fkdue;slu o tfia b,lal .; wdh;k j, 
f;dr;=re uyck uQ,dY% j,ska tl;= lsÍu wYH;djh Tjqkag bgq 
fkdfjkq we;' fuh ienE f,dalfha § we;s úh yels m%ydrhka  
^Attacks& wkqlrKh lrkq ,nhs'     
Black Box mÍlaIdjg cd, mapping, shares and services .Kkh 
lsÍï" fufyhqï moaO;s we.s,s i,l=Kq wh;a fõ'

2& White box l%uh
cd,hg isiqúh yels úfYaIs; m%ydr fyda ksYaÑ; b,lal j,g  
úreoaOj wdrlaIdj ;yjqre lsÍug wjYH f;dr;=re imhd §u fyda 
th isÿ lsÍu fuhg wod< fõ' fuys§ f;dard .;a l%uh jkqfha tu 
iud.ï j, wdrlaIdj ms<sno iïmQ¾K ú.Kk isÿlsÍuh'

3& Grey box l%uh
fuu l%ufõoh u.ska testers yg hï oekqula ,nd fok w;r fuu 
mÍlaIK u.ska tester yg fydo ia:dkhla ,nd §u o isÿ lrkq ,efí' 
;jo fuu m%fõYh fndfyda f,i iqÿiq jkqfha security assessment 
practices ms<sn| oekqu Tnf.a wdh;khg wjYH jQ úgl oSh'



Metasploit Ndú;d lrkq ,nkafka mÍlaId lsÍu i|yd muKlau 
wkjirfhka moaO;s ;=,g we;=¿ùu ̂ hacking into system& i|ydh'

Metasploit ixialrK úúO mrdi j, ^Free, Professional or En-
terprise editions& olskakg ,efnk w;r ta ish,a, Metasploit 
Framework u; ks¾udKh fõ' Quality-assured exploits tl;=fõ 
we;s open source software development kit f,i fuh f,dj ;=, 
nyq;r msßila Ndú;d lrkq ,nhs'

2003 j¾Ifha § muK H.D. Moore úiska open source project f,i 
Metasploit jeä ÈhqKq l< w;r PERL uQ,sl;ajfhka uq,a wdrïNh 
isÿ jQ w;r 2007 j¾Ifha § Ruby Ndú;dfjka th kej;;a hacker/
penetration tester community ioyd .e<fmk mßÈ rewrote lsÍu 
o Rapid7 u.ska developed lsÍu o isÿ úh'
miq ld,fha § Armitage kï jQ iajdëk developers wdOdrfhka free 
and open source GUI mßirhla Metasploit l%shd lrùu ioyd 
my; whqßka b;d iqkaor yd wdl¾IKSh f,i ks¾udKh lrk ,§'
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l=ulao fï Metasploit Framework @



fuu Metasploit my; mßÈ úúO wdrlaIl lghq;= j,g Ndú;d 
lrkq ,efí' 

 • uDÿldx.j, wdrlaIdjg'
 • f;dr;=re ;dlaIK jD;a;slhskaf.a wdrlaIl .egÆ 
  y÷kd .ekSug'
 • úoaj;a u; mokï lr isÿ lrkq ,nk wdrlaIl 
  we.hSu ^vulnerability& ioyd'
 • ,sys,a Ndjh ^mitigations& y÷kd .ekSug'
 • wdrlaIl we.hSï l<ukdlrKh lsÍug'
 • iaud¾Ü ÿrl:k exploitation'
 • uqr moh ú.Kkh ^auditing&'
 • fjí fhÿï ialEka lsÍï iy iudc fufyhùï'   
  ^social engineering&
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uQ,sl kshuhka f;areï .ekSu ^Understanding Basic Terms&

Vulnerability - moaO;sfha wdrlaIdj ms<sno hï iïuq;shl  
   meñKSu ke;fyd;a attacker flfkl=g   
    moaO;sh ;=,g lvd mekSug bv §u jeks   
   ÿ¾j,;djhka fuhg wh;a fõ'

vulnerable - moaO;s ms<snoj hï f;dr;=rla ke;skï jdishla  
  we;akï ta .ek ,sh we;s codes ,nd .ekSug  
  attacker fj; bv ie,iSu fuhg wh;a fõ' 

Payload - exploitation miqj moaO;sh u; Odjkh actual code 
       fuhg wh;a  fõ' 



Tnf.a wdrlaIdldÍ cd,g ;=,g wkjirfhka ßx.d .kakd ñksiqka" 
o;a;" oDYH" uDÿldx. ksid Tnf.a j;alï j,g isÿ jk ;¾ckhka 
fya;= fldg f.k tajd exploited lsÍug isÿùu" ta ms<snoj vulner-
abilities oek .ekSu f,i w¾: oelaúh yels fõ'  tkï tu wruqKq 
fjkqfjka tajd exploit lrñka fufyhqï moaO;s fyda fhÿï uDÿldx. 
j, ÿ¾j,;d fidhd n,d" uDÿldx.hka mÍlaIdjg ,la lsÍu fuys§ 
isÿ lrkq ,nhs'

Vulnerabilities ms<snoj wjfndaO hla ,nd .ekSug Tnf.a wdr-
laId jHqyh ^security structure& ms<sno bf.kSu l, hq;= fõ' ;jo 
Tn fydÈka okakd fjí wvú Ndú;d lr kj vulnerabilities ms<sno 
f;dr;=re wka whg share lsÍu u.ska Tng iy wka whg o cd, ;=, 
wdrlaIdldÍ miqìula ks¾udKh lr .; yels fõ'

my; fmkajd § we;s mßÈ Android fufyhqï moaO;sh ioyd by, 
u vulnerability ,eî we;s w;r wju w.hka Microsoft Windows  
fufyhqï moaO;s ioyd ,eî we;'
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Vulnerabilities .ek oek .ksuq 
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1. Vulnerabilities
2. Exploit
3. Payload

my; mßÈ wxl ms<sfj,g fuu Exploitation isÿ jkq  ,efí'

Exploitation l%shd lrk whqre
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Exploiting hkqfjka uq,slju oelafjkafka" hï moaO;shl fyda 
cd,hl we;s wkdrlaIs; ia:dkhlska we;=,a ùfuka ;udg wjYH 
jk mßÈ jdish idod .ekSuhs'

fuu l%uh developed lr ;sfnkqfha vulnerability Ndú;fha we;s 
jdis oek f.kh' tla jrla fyda Tn vulnerability Ndú;fha we;s 
jdis okafka kï" fuh ta ioyd Ndú;hg .; yels f,i ÈhqKq lr 
.ekSug yels fõ' fuu lD;sh ;=, § Tng tla tla  whqßka isÿjk 
attacks iy kj exploits ms<snoj f;dr;=re wOHkh l, yels fõ'

f;dr;=re fidrd .ekSfï l,dj ^The Art of Breaking In&

ã'mS' fikr;a hdmd

1. Information Gathering

2. Scanning and Enumeration

3. Breaking in or Gaining Access

4. Privilege Escalation on the victim

5. Post Exploitation cleanup and Backdoor)ing



99

Penetration Testing Tools yÿkd .ksuq

1. Kali Linux
wo f,dj ;=, ;sfnk digital forensics iy penetration testing ioyd 
ckm%shu fufyhqï moaO;s w;ßka Kali Linux ke;fyd;a  D e b i a n 
Ndú;fhka jHq;amkak l, Linux distribution tlls' fkdfhl=;a úúO 
udkhkaf.ka iukaú; jQ security and forensics lafIa;% wjldYh 
;=, fuu Kali Linux fufyhqï moaO;sfha penetration testing j,g 
wod, jk fuj,ï 600 la ;rï úYd, m%udKhla wvx.= fõ' jeäÿr 
wOHhkh ioyd www.kali.org ;=,g msúiSfuka ,nd .; yels fõ' 
j¾;udkfha § Kali Linux 2017.1 ixialrKh f,i Ndú;d lrkq 
,efí'
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l=ulao fï Debian 

Debian kduh u.ska ia:djr" wia:dhs;d" mÍlaIK ;a;;aj iy 
m¾fhaIKd;aul YdLd we;s nj meyeÈ,s lrkq ,efí' Ian Mur-
dock iy Tyqf.a ìßo jk Debra úiska 1996 § fuu Free  
fufyhqï moaO;sh fidhd f.k ;sfí' Ubuntu iy fjk;a  
fnfyda Linux fufyhqï moaO;s ks¾udKhg Debian uQ,sl ù 
we;'



2. Backtrack 

Backtrack hkq" Ubuntu GNU/ Linux distribution b,lal .; lr 
.ksñka äðg,a forensics iy penetration testing Ndú;d lsÍu 
o mokï lr .ksñka f;dr;=re ;dlaIK wdrlaIl jD;a;slhska 
i|ydu ks¾udKh lrk ,o fufyhqï moaO;shls' ;jo th variety 
of software applications and tools j,ska iukaú; fõ' 

j¾;udkfha § Backtrack 5 R3 ixialrKh Ndú;d lrkq ,efí'
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by; mßÉfþoh u.ska meyeÈ,s l, mßÈ Backtrack kï fufy-
hqï moaO;sh Tn úiska mß.Klhg Virtual Machine Ndú;fhka 
ia:dmkh lr we;ehs uu úYajdi lrñ' bkamiqj Metasploit kï jQ 
fuj,ï uDÿldx.h Ndú;hg .kq ,efí' th fufyhqï moaO;shg 
we;=,a l, miq msfconsole kï jQ console Ndú;fhka my; fmkajd 
§ we;s f,i backend commands we;=,;a lsÍu isÿ lrkq ,efí'

info - ksYaÑ; exploit fyda module ms<sn| f;dr;=re m%fõY lsÍu

search name - Search for exploits or modules ^msf > search pnp&

LHOST - cd,h ;=, Tnf.a local IP address fyda Tnf.a cd,fhka 
    msg; b,allhla kï thg iïnkaO public IP address

Microsoft Windows Attacks 
y÷kd .ksuq

Microsoft Windows Operating System moaO;shg isÿjk m%ydrhka 
^Attacks& yÿkd .ekSu fuys § idlÉPd jkq we;’ fuys§ tu ld¾hh 
ioyd Metasploit Framework iy meterpreter úOdkhka Ndú;hg 
.kq ,nhs’

 4
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Attacker System 

Network Card in Bridge Mode 

IP Address: 192.168.1.100 

Victim/ Target System 

Network Card in Bridge Mode 

IP Address: 192.168.1.101 

Exploit
+
Payload

Metasploit Framework Console Commands ^úOdkhka&



Microsoft fufyhqï moaO;s j, Build No

Tnf.a mß.lKh ;=,g hï lsis attack isÿjkqfha kï th my;  
fmkajd § we;s mßÈ Microsoft Windows fufyhqï moaO;s j,g 
wod< tys Build wxlh ms<sn| meyeÈ,s oekqula Tn i;=j ;sìh hq;= 
fõ' 

my; m%ia:drh u.ska Microsoft Windows fufyhqï moaO;s  
ksIamdokh lrk ,o j¾Ih iy Bg wod, jk Build wxlh ms<sn| 
f;dr;=re ,nd fokq ,efí'
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1’ Backtrack 5 R2 Virtual Machine g wod, network card ys 
 setting tl NAT mode meje;aúh hq;=fõ'

2’ dhclient3 eth0 f,i Backtrack 5 R2 Machine wod,   
 IP Address w.hka DCHP j, ;nkak'
3’ Backtrack  5 R2 Machine ys IP address 192.168.31.129  
 f,i DHCP ;;a;ajfhka mj;S hehs is;kak'
4’ b,lal .; Linux Virtual Machine yS o network card o   
 NAT mode ys u mj;ajd f.k hkak'
5’ dhclient3 eth0 f,i Linux Machine wod, IP Address   
 w.hka DCHP j, ;nkak'
6’ DHCP Ndú;fha isg 192.168.31.135 IP Address w.h   
 Linux Machine ys ;nkak' tkï Backtrack 5 R2 ys   
 IP Address = 192.168.31.129 iy Linux Machine ys
 IP Address = 192.168.31.135 f,i h'
7’ 192.168.31.135 g Ping lsÍu isÿlr moaO;s fol w;r 
 connectivity fydÈka mj;skjdo msßlaikak'
8’ b,lal .; Linux Virtual Machine ys run jk services, 
 tajdfha versions iy újD; ù ;sfnk ports fudkjd o lshk  
 oE fidhd.kak' 

Linux Exploitation yÿkd .ksuq
 5
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Exploit
+
Payload

Linux fufyhqï moaO;sfha Exploitation l%shdj

Attacker System

IP Address: 192.168.31.129

Target System

IP Address: 192.168.31.135



miq.sh jir lsysmh ;=< f;dr;=re moaO;s iy cd, j, wdrlaIdj 
ms<sno l:d lsÍu b;d WKqiqï ud;Dldjla ù we;' ld,h fjkia 
jk w;r ta iuÛu ;dlaIKfha ÈhqKqj;a iu. kj m%fõY  
lrd hd yels w;r bka tlls 1998 j¾Ifha § fidh .kq ,enQ Wi-Fi 
fkdfyd;a wireless local area networking kï jQ /yeka rys; cd, 
ks¾udKhhs' 

wm mß.Kl iy äðg,a hq.hla ;=, wm Ôj;a jk neúka, wÆ;a 
b,aÆula we;s fiajd jka jeä fjñka mj;sk w;r iud.ï fndfyd
uhla Tjqkaf.a há;, jHqyh kej; ilia lr fuu b,aÆu 
imqrd,Sug /yeka rys; WLAN jeks kj ;dlaIKh ìys lrkq 
,efí' flfia fj;;a, iqmÍlaIdldÍ ie,iqï fkdue;s ùu ^vulner-
able system& wk;=reodhl moaO;shlg u. mdokq we;' f;dr;=re 
;dlaIK fj<|fmd< ;=, ;dlaIKfha kj fjkila isÿ lrkq ,oafoa 
kï ta lsisjla fkdj /yeka rys; ^Wireless& ;dlaIKhhs' miq 
.sh 15-20 jir i|yd Ethernet ^Cabling& ;dlaIKh Ndú;d jqjo 
fuh tys ;dlaIKsl mßkduKhhs' fuys m%;sM,hla f,i wm ishÆ 
fokd Ndú;d lrk mß.Kl,, ,emafgdma, geí,Ü iy iaud¾Ü cx.u 
ÿrl:k, cx.u yd wire free ;dlaIKh i|yd wjYH;dj jeä ù 
we;'

Wireless Hacking yeÈkaùu
 6

 yela lsÍfï wdpdrO¾u iy f;dr;=re ;dlaIKh Ndú;dfõ wdrlaIdj 
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bÈß msgq lsysmh ;=< Tfí /yeka rys; cd,fha WEP encryption 
ioyd jQ vulnerabilities fiùug wjOdkh ,la lsÍug W;aidy lrk 
w;r Backtrack  iy AirCrack hk tools Ndú;d lrñka WEP key 
,nd .ekSug mshjfrka mshjr ud¾f.damfoaYkhla ,nd fokq ,efí' 
fuu f;dr;=re Ndú;d l< hq;af;a cd,h mÍlaId lsÍug muKla jk 
w;r kS;s úfrdaë $ iodpdrd;aul fkdjk ^any illegal / Non Ethical 
work& hfg;a Ndú;d lsÍug Tnf.a mQ¾K j.lSu oelaúh hq;= fõ'

ã'mS' fikr;a hdmd

fuh packet detector kï jQ applica-
tion ls’ tfiau th tool f,i WEP, 
WPA iy WPA2 hk j¾. j, /
yeka rys; 802.11 WLAN yryd 
.uka lr cd,h ;=,g Attack isÿ lr 
password fidhd tajd Crack lsÍug 
Ndú;d lrkq ,efí' 

Aircrack-ng úOdkh Ndú;d lruq

fuu tool j¾.h fndfydaÿrg fhdod .kqfha Linux ^Kali distribution& 
fufyhqï moaO;sh;a iu.h’ 

óg wu;rj  ́ kEu /yeka rys; cd, w;=re uqyqK;l md,lh iu.Û 
tajd fha driver supports raw monitoring mode iu. l%shd lrk 
w;r 802.11a, 802.11b iy 802.11g kï jQ Wireless LAN ish,a, 
sniff lsÍug o yelshdj mj;S'  fuu jevigyk Linux,FreeBSD, 
OS X, OpenBSD iy Windows fufyhqï moaO;s iu. l%shd;aul 
fõ'



airodump-ng mon0 úOdkh run l< miq th my; mßÈ o¾YKh 
jkq ,efí' fuys § /yeka rys; cd,h ;=, RMS iy UTL hk kï 
j,ska yÿkajd Èh yels Wi-Fi Routers folla oelsh yels fõ’
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airodump-ng mon0 úOdkh run l< miq th my; mßÈ o¾YKh 
jkq ,efí' fuys § /yeka rys; cd,h ;=, RMS iy UTL hk kï 
j,ska yÿkajd Èh yels Wi-Fi Routers folla oelsh yels fõ'

Field Description

BSSID MAC address of the access point

PWR Signal level reported by the card. 

RXQ Receive Quality as measured by the percentage of packets. 

Beacons Number of announcements packets sent by the AP.

CH Channel number (taken from beacon packets).

MB Maximum speed supported by the AP. 

ENC Encryption algorithm in use.

CIPHER The cipher detected. 

AUTH The authentication protocol used. 

ESSID Shows the wireless network name. 

STATION MAC address of each associated station.



my; fmkajd we;s l%shdud¾. .ksñka /yeka rys; ksfjia cd,h 
wdrlaId lsÍu isÿ l< yels fõ'

 • Tnf.a wireless access point or router fha we;s 
  default system ID fjkia lrkak'
 • Tnf.a moaO;sh i|yd fmrksñ uqr moh ^default   
  password& fjkia lrkak'
 • Identifi er broadcasting wl%sh lrkak'
 • Encrypt wireless communications. (WPA - based  
  encryption offers better protection than WEP-based 
  encryption)
 • Use your router’s built-in fi rewall to restrict access  
  to your network.
 • Tfí /yeka rys; moaO;sh l%udkql+, j hdj;ald,Sk  
  j ;nkak'

uyck /yeka rys; wdrlaIdj ^Public Wireless Security&

fmdÿ m%fõY ia:dk j, we;s public access points ̂ frequently called 
hotspots&  fj; iïnkaO ùug fmr i,ld ne,sh hq;= mshjr my; 
mßÈ úia;r lrkq ,efí'

 • yels kï virtual private network (VPN) Ndú;d lrkak'
 • fjí wvú j,g mqoa.,sl f;dr;=re ,nd §u iy 
  passwords ,nd §fuka je,lS isákak'
 • Encrypt your fi les
 • Tfí jgdmsgdj .ek oekqj;a jkak'
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ksji ;=, mj;sk /yeka rys; wdrlaIdj 
^Home Wireless Security&



úoahq;a ;eme,a mKsúv ^E-mail& 
Hacking

E-mail hkq b;d mq¿,a f,i Ndú;d lrk ikaksfõokh i|yd Ndú;d 
jk fmdÿ fuj,ula jk w;r th fjí wvú mokï lr .ksñka  
fldgia follg fjk l, yels fõ' tkï, open iy closed f,ih' 
újD; fjí wvú mokï lr .;a fiajdfjka ´kEu flfkl= fj; 
úoahq;a ;eme,a .sKqï ,nd fokq ,nkafka fkdñf,a fyda .dia;=jla 
fkdue;sjh' Closed web-based services wdh;khl isák idudðl-
hkag muKla ,nd fokq ,nhs'

jdKsc yd iudc fjí wvú E-mail Ndú;d lrkqfha tys Ndú;h  
wdrlaIdldÍ ksidh' E-mail .sKqu hacked lsÍug we;s m%Odk fya;=j 
jkafka tajdfha wvx.= fm!oa.,sl, ixfõ§ fyda ryis.; f;dr;=re 
fj; m%fõY ùug ;sfnk wjYHh' fuh mßYS,lhdg b;d ydkslr 
w;r iuyr fjí wvú, nexl= .sKqï iy fm!oa.,sl Ôú;hg ;Èka 
u n,mdkq ,efí'

 7
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Spam yryd

wkjYH jdKsc fyda f;d. úoahq;a ;eme,a ^bulk E-mail& mKsjqv 
m%ydrlhka úiska mßYS,lhdg ,eîug ie,eiaùu u.ska Spam 
ks¾udKh ùu isÿfõ' ie.jqKq fyda fkdu. hjk IP ,smskh iy 
ie.jqKq fyda fkdu. hjk E-mail address Ndú;fhka attackers 
ks;ru úYd, f,i E-mail úldYk ^broadcasts& isÿ lrkq ,efí' 
Spammer’s mqoa.,hskag Tn wdh;kfha E-mail iy IP address 
i|yd m%fõY ùug bv ;snqfKa kï, Tn iud.fï jHdmdrhg n,mEï 
isÿ lr th úkdYldÍ ;;a;ajhg weo oeñh yels fõ' tfiau tu  
E-mail iy IP address ish,a, blacklist ,ehsia;=jg tl;= ù we;s 
kï wka;¾cd, fiajd iemhqïlre ^ISP& úiska ;jÿrg;a E-mail .kq 
fokq isÿ fkd lrkq we;'

E-mail .sKqul hacked ùula isÿ úh yels wjia:d

ffjrih ^Virus& ksid

ffjrihla m%jdyk ud¾.hla f,i úoahq;a ;emE, ;=,g we;=¿ 
fõ' fuu j¾.fha ffjria fndfyda úg worm f,i ye¢kafõ' fuu 
ffjrih spamming framework rduqjla wlue;s ;;a;ajhl jqj o 
mßYS,lhdf.a mß.Klh ;=, ks¾udKh lrhs' fuh  E-mail j, wdr-
laIdjg b;d wka;rdodhl fudfyd;la ul ksid o tu.ska spam È.ska 
È.gu jHdma; ù Nhdkl viruses we;=¿ ùu isÿ úh yels ksidh'
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;;=nEï ^Phishing& ;=,ska

Phishing hkq ihsn¾ m%ydrhla jk w;r, mßYS,lhd fj;g iïnkaO 
úh yels kS;Hkql+, jHdmdr j,ska fmkS isák úoahq;a ;eme,a  
mKsúv fuhg we;=<;a fõ' fuu Phishing Bfï,a jxpdjla jkakd 
fiau Tjqka ysñlï lshkq ,nkafka Tjqkaf.ka meñfKk f,i fmka-
jñkah' tfiau .sKqï wxlh, uqr moh fyda Wmka Èkh jeks fm!oa.,sl 
f;dr;=re ikd: lsÍu i|yd fuu mKsjqv Tnf.ka Tn fkd oekqj;a 
u b,a,d isà' 20] la jxpkslhka yg yiq ù Tjqkag m%;spdr oelaù 
fuka, fidrlï l< .sKqï, uQ,Huh mdvqj fyda wkkH;d fidrlï 
^identity theft& we;s úh yel’ fuu j¾.fha attacks mj;sk ksid 
wkjYH úoahq;a ;eme,a j,g m%;spdr oelaùu iqÿiq fkdjkq we;'

wkjYH úoahq;a ;eme,a ,smskhg m%;spdr oelaùug wjYH hehs 
is;kafka kï, tajd wksis f,i l%shd lsÍula f,i jerÈ f,i úkHdi 
.; lsÍu fyda wuq;= jpk i|yd mßlaId lsÍug j. n,d .kak' 
tjekakla úYajdi fkdlrk Bfï,a weuqKqï újD; lsÍug fyd| 
woyila fkdjkq we;'
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kS;s úfrdaë lghq;= i|yd Hacker jreka úiska úoahq;a ;eme,a  
mKsjqv yqjudre lr .kakd Tng jeo.;a wjia:djka my; fmkajd 
fokq ,efí'

úoahq;a ;eme,a fidrlï ^Hacking& ms<sn| isoaëka 

ABC kï iud.u, bf,lafg%dksl NdKav  
wdkhkh isÿ lrk wdh;khls’ rgj,a j,ska 
NdKav wdkhkh lsÍu, weKjqï ;eîu, 
weKjqï ikd: lsÍu ^confi rmation of or-
ders&, sending bank transfer receipts heùu 
jeks lghq;= ioyd úoahq;a ;eme,a fiajh 
wêl f,i Ndú;d lsÍu isÿ lrhs'

tla Èkhl § ABC wdh;kfha sales department úiska Tjqkag SK 
Electronics wdh;kfhka ,enqKq quotation wkqj tys fiajh lrk 
Mr. Simon fj; NdKav ñ, § .ekSu ;yjqre lrñka hjk ,o E-mail 
mKsjqvh my; fmkajd § we;'

From: ABC sales Dpt<sales@abccompany.com>
To: SK Electronics <simon@skelectronics.com>
Subject: Confi rmation of order

This is to confi rm that we will go ahead with the quotation you 
send us. Will make the necessary payment to usual bank 
account for the value of 25,000 USD

Thanks,
Ajith
Sales Department



Tnf.a E-mail mKsjqv fydr ryfiau hacker úiska Tjqka f.a úoahq;a 
;eme,a ,smskhg ^WodyrK' hacker@hacker.com& fj; yrjd 
.ekSu isÿ l, yels fõ' fuu l%shdj,sh isÿ ù we;s oehs Tng Tnf.a 
úoahq;a ;eme,a .sKqu ;=, my;  fmkajd § we;s whqßka E-mail 
forwarding ms<snoj fidhd ne,sh isÿ l, hq;= fõ'

Gmail .sKqu ;=, Forwarding E-mail ,smskh fidhuq

Gmail wdh;khg wh;a E-mail ,smskh-
la Tn Ndú;d lrkqfha kï, my; mßÈ 
Forwarding ,smskh l=ulao hk j. 
fidhd ;eîu b;d kqjkg yqre fõ'
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úoahq;a ;eme,a mKsjqv Hacker .sKqug yerùu 
^E-mail forwarding to hacker account&

by; rEmigykg wkqj Tnf.a Gmail .sKqug wod, jk ol=Kqmi 
by,skau msysá oe;s frdaoh u; click lrñka setting ;=,g 
we;=,ajkak'

bkamiq my; whqßka Add a forwarding address u; click lrñka 
tys fjk;a E-mail ,smskhla ;sfí oehs fidhd úuikak'



Facebook yel¾ hkq ljqrekao@

wo jkúg mß.Kl Ndú;d lrk mqoa.,hska w;ßka fndfyda msßila 
Facebook iudc cd, fjí wvúh iu. iïnka| ù isà' kuq;a Tjqka 
fndfyda fofkla ;u fm!oa.,sl f;dr;=re wkjYH mqoa.,hska w;g 
m;a ùu jeks wmyiq;dj hkag ,la jk w;r ;u Facebook .sKqu 
fjk;a mqoa.,hskaf.a mßmd,khg k;= ùu ke;skï Hack ùu jeks 
.eg¿ldÍ wjia:djkag uqyqK§ug isÿfõ'

fujka wmyiq;djhkag m;aùug fndfydaúg fya;= jkafka Facebook 
fjí wvúh ;=, we;s fodaI fkdj ;u Facebook .sKqu ;=, ksjerÈ 
wdrlaIl Wml%u Ndú;d fkdlsÍuh' Tfí Facebook .sKqfï  
wdrlaIdj by, kxjd .ekSu i|yd wkq.ukh l< yels ir< 
Wml%uhka fuu mßÉfþoh ;=,ska fmkajd fokq ,efí'
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;jÿrg;a Tyq mejiQ mßÈ rcfha wdh;k j,g cyber security ms<sno 
oekqj;a lrkq ,nk w;r tu wdh;k j, j.lSu jkq fha wdh;kfha 
m%;srEmh /l .ksñka tu hacker lrejkaf.ka Tjqkaf.a fjí wvú 
wdrlaId lr .ekSuh' ÿ¾j, f,i developed applications iy fjí 
wvú major vulnerability ioyd wjia:dj imqrd .kq ,eîu fuys § 
isÿ fõ'

Y%S ,xldj isÿ jk Cyber crimes

f;dr;=re yd ikaksfõok 
;dlaIK ksfhdað;dh;kfha 
^ICTA& ikaksfõok wxY-
fha m%OdkS mjik mßÈ,  
rcfha úYd, m%udKhl fjí 
wvú fuu cyber m%ydrj,g 
f.dÿre jkqfha tajd launch-
ing lsÍfuka miq tu fjí 
wvú hdj;ald,Sk fkd lr 
isàu ksidh' tajd g wjOdk 
fhduq lrkq ,nkafka m<uq 
udi lSmhl muKla ksid 
tu fjí wvú myiqfjka u 
hacker lrejkaf.a f.dÿre 
njg m;a fõ'
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fuu 2017 j¾Ifha wdrïNfha isg my; fjí wvú hacker m%ydr 
j,g Ndckh ù ;sfí’

wêlrK wud;HdxYh ^Justice Ministry&
fiajl w¾: idOl wruqo, ^Employees Provident Fund&
cd;sl fl!;=ld.drh ^National Museum&
wd.uk ú.uk fomd¾;fïka;=j ^Immigration Department&
lDIsl¾u fomd¾;fïka;=j  ^Agriculture Department&
mßjdi fomd¾;fïka;=j ^Probation Department&
W!j m,d;a ixpdrl wxYh ^Uva Province Tourism division&
Wmdh ud¾.sl jHjidh l<ukdlrK wdh;kh - Strategic Enter-
prise Management Agency (SEMA)
cd;sl wdrlaIdj ms<sn| udOHh uOHia:dkh - Media Centre for 
National Security (MCNS)
W;=re ueo m<d;a iNdj ^North Central Provincial Council&
jrdh wêldßh ^Ports Authority&
wdfhdack uKav,h ^Board of Investment&
fk¿ï fmdl=K rÛy,a fjì wvúh ^Nelum Pokuna Theatre&
l%Svd wud;HxYh ^Ports Minister&
,xld rEmjdyskS ixia:d fjì wvúh ^Rupavahini Sri Lanka televi-
sion channel&
úfoaY lghq;= wud;HxYh ^Foreign Employment Bureau& 
Y%S ,xld f¾.=j ^Sri Lanka Customs&
úÿ,s ixfoaY kshdu fldñiu ^Telecommunication Regulation 
Commission&
;lafiare fomd¾;fïka;=j ^Valuation Department&
uqo,a fldñIka iNdj ^Finance Commission&
ffjoH m¾fhaIK wdh;kh ^Medical Research Institute&

Y%S ,xld ;=, hacker m%ydr j,g ,lajQ fjí wvú



my; oelafjk mßÈ 2016 j¾Ifha § mdi,a isiqfjl= úiska 
ckdêm;s ks, fjí wvúh jk www.president.gov.k o hacker 
lrejkaf.a ihsn¾ m%ydrhg ,la úh'
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tfiau wdishdkq l,dmfha isák hacker lrejkaf.a ihsn¾ m%ydr 
j,g Y%S ,dxlsl fjí wvú 129 la muK f.dÿre úh' Computer 
Emergency Response Team Co-ordination Centre (CERT|CC) 
wdh;kh mjik mßÈ Y%S ,xldj bÈßfha § wiu;=,s; ksjdrK 
úêl%u iy fm!oa.,sl;aj kS;s fkd.e<mSï ksid massive wave of 
cyber attacks isÿ úh yels fõ' ;jo CERT m%OdkS mjik mßÈ Y%S 
,xldj ;=, isÿjk major attacks ;ju;a m%Odk isria;, fkdjqk;a 
th bÈß wkd.;fha § isÿ jkq we;s njo  2007 jif¾ isg mß.Kl 
wmrdO mk; l%shd;aul jkq ,nk njo mejiSh'



Tjqka wh:d f,i fjk;a whf.a mß.Kl ;=<g we;=¿ ù tys 
we;s f;dr;=re ;u md,khg k;= lr f.k tu rfÜ ;sfnk ishÆ 
wka;¾cd,h u.ska isÿ jk fiajdjka wvd, lsÍug yelshdj ;sfí' 
Tjqka úldYkh lrk ydkslr mß.Kl fla;hka u.ska úkdä lsysm-
hla we;=<; tu rfÜ hqO fufyhqï, uQ,Huh iy jHdmdßl f;dr;=re 
we;=<;a cd,j, l%shdldß;ajh wvd, lsÍu isÿ lrkq ,nhs' ;jo 
nexl= lafIa;%fha fÜ,¾ hka;% yd ÿrl:k moaO;s uq¿ukska wvd, 
fjhs’ .=jka .uka iy  kHIaál n,d.drj, wdrlaIdj iokd we;s 
mß.Kl moaO;s mjd wekysáh yels fõ' 

ñksiqka fujeks ihsn¾ m%ydr t,a, lsÍug fm,fUkafka wehs@ Tjqka 
th lrkq ,nkafka flfia o@

Tjqka tla tla mqoa.,hka j b,lal lr f.k m%ydr t,a, lrk ksid 
Tng bka wdrlaId úh yelafla flfia o@ úúO fya;= ksid mqoa.,hka 
ihsn¾ m%ydr t,a, lrhs' ;%ia;jd§ka úiska Tjqkag tÈßjd§ jQ hï 
rchla ;=, jQ mß.Kl cd,j,g we;=,a ú ryia f;dr;=re fyda hqO 
WmlrK ms<sn| f;dr;=re fidrd .ekSug fyda tajdg ydks lsÍug 
fuu Wml%uh fhdod .kq ,nhs'

f,dj mqrd isÿ jk ihsn¾ m%ydr 
^Global Cyber-attacks&

ihsn¾ m%ydrhla hkq ys;d ;du 
mß.Kl cd,hl we;s f;dr;=re 
fjkia lsÍu, wjq,a lsÍu fyda úkdY 
lsÍuhs’ tjeks m%ydr t,a, lsÍu isÿ 
lrkq ,nkq fha mß.Kl .ek by, 
oekqula we;s mqoa.,hka ke;skï 
Hacker ,d úiskah'
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/kaiïfjhd jevigykla mß.Klhg ú;a ;ekam;a jkafka idudkH 
jhsria jevigykla fuks’ bkamiqj th idudkH úÈhg yÿkd.;  
fkdyels jk mßÈ mß.Klfha idudkH *hs,a tll fjia .kS’ 
fg%dcka jevigykla fuks’ t;eka mgka mß.Klh wl%Sh lrñka 
lmamï b,a,hs’ óg;a wu;rj mobile ioyd o ransomware m%ydr 
isÿù we;’ tys§ Android fufyhqï moaO;sh m%Odk f.dÿr njg 
m;sù ;sfí’ 

my; m%ia:dr u.ska ransomware j,ska isÿù we;s m%ydr ms<sno 
wjfndaOh ,nd fokq we;’

my; whqßka decrypt key lmamï uqo, f.jd ,nd .; hq;= fõ’



my; Microsoft fufyhqï moaO;s j,g miq.sh ld,h ;=,§ fuu 
Ransomware Worm Attack - WannaCry m%ydrh t,a, ù we;' 
tfiau tu Microsoft wdh;kh úiska fuu wjOdku i|yd 2017 
j¾Ifha ud¾;= 14 jk Èk Microsoft Security Bulletin MS17-010 
kñka security patch tu mß.Kl hdj;ald,Sk lr .ekSu ioyd 
ksl=;a lrk ,§'

• Windows Vista (ishÆ editions)
• Windows Server 2008 (ishÆ editions)
• Windows 7 (ishÆ editions)
• Windows Server 2008 R2 (ishÆ editions)
• Windows 8’1 (ishÆ editions)
• Windows RT 8’1 (ishÆ editions)
• Windows Server 2012 and Windows Server 
        2012 R2 (ishÆ editions)
• Windows 10 (ishÆ editions)
• Windows Server 2016 (ishÆ editions)

198

Ransomware threats spread ù fï úúO l%u

ir,u l%uh kï jHdc kuq;a ienE f,i fmfkk wjjdod;aul  
mKsjqv tùuh' mß.Klfha wieì foa ;sfíh lshd wdrlaIl wxY 
úiska tjkakdla fia fmfkk mKsjqv tùuhs' wkjir uDÿldx. 
mß.Klfha ;sfíh lshd mKsjqv tùuo olakg yel' fuys§ Èk 
jljdkqjla fokq ,efí' tÈkg l,ska b,a,k lmamï uqo, fkdf.
õfjd;a mß.Klh wl¾ukH lrkafka hehs yel¾lrejd lshhs' óg 
jvd ;rula wiSre wjia:dj jkafka mß.Klh wl%Sh lrk /kai-
ïfjhd we;s úgh' 

túg uq,skau mß.Klh wl%Sh ^lock or restrict& lrhs' oeka h:d 
;;ajhg f.k fokakg lmamï b,a,hs' krlu úÈh jkafka, /
kaiïfjhd jevigyk u.ska mß.Klfha w;HjYH fi le tkal%smaÜ 
lsÍuh' úfYaIfhkau Hard disk we;s system fi les tkal%smaÜ ^Cryp-
to viral Extortion& lsÍuh' fuh h:d ;;ajhg f.k tkakg lsisu 
úfYaI{fhlag o fkdyelsh' l< hq;= tlu foh  /kaiïfjhd je-
vigyk ks¾udKh l< ;eke;a;d muKla okakd h:dj;a lsÍfï 
fla;h ^encryption key& ,nd .ekSu muKs' t;k§ lmamu f.úh 
hq;=h' 
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f,dj mqrd úisreKq Hacker m%ydr lrejka f.a f;dr;=re iÔùj ^on-
line&  Cyber Attack Maps f,i Tng ,nd §u my; oelafjk fjí 
wvú yryd ,nd fokq ,efí’

1’ Norse`s map kï jQ fuh Ndú;fhka the country of attack   
origin, attack type, attack target country and displays a live feed 
of attacks ,nd fokq ,efí’ ;jo location and by protocol wkqj tu 
o;a; msßlaiSug o mq¿jks’

http://map.norsecorp.com
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f,dj mqrd isÿ jk ihsn¾ m%ydr Online n,uq



2’ Check Point kï fuu jevigyk u.ska Hacker m%ydrlhka iy 
m%ydrhg ,la jk rg j,a j, f;dr;=re o Bg wu;rj Èkh ;=, 
we;sjQ attacks m%udKh o fidhd yels fõ' my; is;shu wkqj wo 
Èk isÿ jQ attacks m%udKh ñ,shk 2.6 lg jvd jeä w.hla .kq 
,efí'

https://threatmap.checkpoint.com/ThreatPortal/livemap.html
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Y%S ,xldj ;=, 2017 cqks ui 22 Èk isÿ jqk attack ms<sn| úia;rh 
my; fmkajd we;'




